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Förvaltningsberättelse 

Styrelsen och verkställande direktören för Tellus Fonder AB, 556702-9557, avger härmed 
årsberättelse för året 2023-01-01 - 2023-12-31 avseende Tellus Midas, 515602-1494. 

Allmänt om verksamheten 

Tellus Fonder erhöll tillstånd att driva fondbolagsverksamhet enligt Lag (2004:46) om 
värdepappersfonder den 1 december 2006. Tellus Fonder förvaltar sedan januari 2007 
värdepappersfonden Tellus Midas. Tellus Midas är en blandfond som investerar i aktier och 
räntebärande instrument över hela världen. Fonden investerar tematiskt med fokus på 
värdebolag med god direktavkastning. Vi investerar i bolag ledande inom sin nisch med starka 
ledningar och attraktiva värderingar.  

Ansvariga förvaltare är Bo Pettersson och Anders Bruzelius. 

Fondens utveckling 

Fondandelsvärdet i Tellus Midas ökade från 2023-01-01 till 2023-12-31 med 15,39 %. 

Väsentliga händelser under året 

 Inga väsentliga händelser att rapportera.    

Fondens placeringar 

Tellus Midas har enligt fondbestämmelserna möjlighet att placera i företag och obligationer 
upptagna till handel vid reglerade marknadsplatser i hela världen. Placeringsinriktning är i 
huvudsak tematisk med inriktning på värdebolag med god direktavkastning. 

Aktieandelen har under året varierat mellan 84 % - 96 %. Vid ingången av året var 
aktieandelen 89,8 % och vid utgången av året 89,6 %. Europa var den region som vi hade högst 
andel av fondens förmögenhet investerad mot, 78 %, medan exponeringen mot enskilt land var 
störst mot Sverige 43 % följt av USA 22 %. Andra länder som fonden har en exponering mot är 
Danmark, Schweiz, Frankrike, Finland, Spanien, Italien, Holland, Storbritannien och Tyskland. 
En tematisk ansats har präglat förvaltningen med fokus på storbanker med god 
direktavkastning och låga värderingar men förvaltningen har även haft inslag av läkemedel, 
försvarsindustri, investmentbolag och konglomerat samt teknikbolag.  

Fonden hade vid årets utgång 38 investeringar. De enskilda aktier som bidragit mest positivt till 
avkastningen under året var Unicredit och Microsoft.  

De fem största innehaven var SEB (5,78 %), Svenska Handelsbanken (5,47 %), %, SAAB (4,87 %), 
Novo Nordisk (4,63 %) och Swedbank (4,45 %). 

Tellus Midas likviditet har under året varit placerad på konto hos Swedbank. 
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Hållbarhetsinformation 

Tellus Fonder tillämpar ett hållbarhetsperspektiv i sina investeringar och har under året 
uppdaterat hemsidan och lnformationsbroschyren med hållbarhetsrelaterade upplysningar. Vi 
har även aktivt implementerat hållbarhet som en del i vår förvaltning när vi utvärderar bolag. 
Alla investeringar analyseras av verktyget, Sustainanalytics innan de genomförs. Dessutom görs 
en kontinuerlig genomlysning av portföljerna via Sustainalytics. Vi har vidare undertecknat 
FN:s principer for hållbara investeringar. Hållbarhetsrapport for 2023 bifogas årsberättelsen 
som bilaga. 

Risker 

Marknadsrisk 
Tellus Midas har en flexibel aktieexponering, varför den absoluta risken är lägre än för en 
traditionell aktiefond. Samtidigt bidrar den variabla aktieexponeringen till en ökad risk relativt 
ett aktieindex. 

Valutarisk 
Tellus Midas valutasäkrade inte sina utländska innehav, vilket gör att valutarisken är högre 
jämfört med en valutasäkrad fond. Fonden har inte påverkats i någon större utsträckning av 
rörelserna på valutamarknaden baserat på valutakurser i årets början och slutet av året. 

Likviditetsrisk 
Tellus Midas investerar i princip uteslutande i bolag med högt börsvärde samt mycket god 
omsättning. Det innebar att likviditetsrisken vid nuvarande storlek och sammansättning är 
begränsad. 

Derivatinstrument 
Enligt fondbestämmelserna har fonden rätt att placera i derivatinstrument. Denna rätt har under 
året i fråga inte utnyttjats. 

Övriga tillgångar och skulder 
Vid årets utgång uppgick fondens likviditet (kassa) till 10.4 % av fondförmögenheten, vilken var 
placerad hos Swedbank. 

Förändring av fondförmögenhet 
Tellus Midas förvaltningsvolym uppgick till 162 209 005 SEK vid årets slut att jämföra 
med 61 330 831 SEK vid föregående årsslut. Volymutvecklingen bestod av 126 617 
257 SEK i andelsutgivning och andelsinlösen om 40 179 296 SEK samt positivt 
resultat 14 440 213 SEK. 
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Ersättning och förmåner 

Antal anställda som fått fast ersättning utbetald 9. 

Den sammanlagda ersättningen uppgår till 1 602 690 kronor. 

Det sammanlagda ersättningsbelopp som särskilt reglerad personal fått utbetalt 

1. Anställda i ledande strategiska befattningar  761 308 
2. Anställda med ansvar för kontrollfunktioner  299 552 
3. Risktagare  530 360 
4. Anställda vars ersättning uppgår till eller överstiger

ersättningen för någon i den verkställande ledningen.  0 
5. Summa ersättning till särskilt reglerad personal     1 591 220

Ersättning utgår i form av fast Iön. Fondbolaget har efterlevt ersättningspolicyn och inga 
väsentliga förändringar av bolagets ersättningspolicy har genomförts. 
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Ekonomisk översikt 

Fond- 
förmögenhet 

 SEK 

Andels- 
värde 
SEK 

 Utestående 
 andelar st 

Utdelning 
per andel 

Total 
avkastning 

% 

Jämförelse 
index 

% 

2023-12-31 

Andelsklass A  

2023-12-31 

Andelsklass B  

2022-12-31 

153 809 608 

8 357 940 

 61 330 830 

 247,86 

  108,99 

  214,81 

 620 541 

 76 683 

 285 512.09 

15,39 

N/A 

-1,85

12,74 

12,74 

-6,0 
2021-12-31  58 190 828   218,64  266 150,05 17,58  31,12 
2020-12-31 32 747 375 185,98 176 075,44 34,92 0,68 
2019-12-31 20 518 419 138 148 656,09 26,47  27,42 
2018-12-31 22 085 630 109 202 367,60 -10,90 -10,49
2017-12-31 24 900 879 122 203 281,80 27,18 10,58
2016-12-31 14 720 549 96 152 846,78 -3,92 3,13
2015-12-31 26 814 554 ö100 267 501,46 2,19 3,85
2014-12-31 66 303 428 98,09 675 971,34 -3,61 10,07
2013-12-31 63 115 363 102 620 216,56 9,88 22,35
2012-12-31 61 391 613 94 653 263,48 1,98 15,27 10,43
2011-12-31 50 704 133 84 606 757,03 0,47 -13,65 -11,88
2010-12-31 64 329 087 98 658 724,58 3,83 -4,49
2009-12-31 62 545 423 97 645 910,26 3,66 23,27 20,65
2008-12-31 43 738 150 86 508 840,86 -11,34 -46,00

Jämförelseindex: STOXX Europa 600, valutajusterad, avser perioden avser perioden 2008-01- 
02-2019-12-31.

MSCI All Country World NDTR, valutajusterad avser perioden 2020-01-01 - 2022-12-31. 

STOXX 600 är ett prisindex, dvs det inkluderar inte utdelningar. 

Fonden bytte jämförelseindex fran Euro Stoxx 600 till MSCI All Country World NDTR (SEK) den 2: a 
mars 2020. Europe Stoxx 600 avkastade -4,04 % under 2020. 
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Nyckeltal 2023 Tellus Midas 

Risk- och avkastningsmått andelsklass A 

Totalrisk % 1) 15,15 % 

Totalrisk for jämförelseindex % 2) 6,98 % 

Aktiv risk 24 mån % 3) 12,87% 

Genomsnittlig årsavkastning de senaste 2 åren 6,77 % 

Genomsnittlig årsavkastning de senaste 5 åren 18,53 % 

Kostnader 

Förvaltningsavgift, fast andelsklass A, B 1% 

Förvaltningsavgift, rörlig andelsklass A 0,4% 

Förvaltningsavgift, rörlig andelsklass B 1,27 % 

Transaktionskostnader, andelsklass A  333 903 SEK 

Transaktionskostnader, andelsklass B  9 320  SEK 

Transaktionskostnader % andelsklass A , B 0,16% 

Analyskostnader kr n/a 

Analyskostnader % n/a 

Årlig avgift % andelsklass A 1,05% 

Årlig avgift % andelsklass B 1,04% 

Insättnings- och uttagsavgifter  0 

Förvaltningskostnad 

Förvaltningskostnad för engångsersättning 10,000 SEK 108,4 SEK 

Förvaltningskostnad för löpande sparande 100 SEK 6,73 SEK 

Omsättning 

Omsättningshastighet ggr 0,6012 

Omsättning genom närstående värdepappersbolag n/a 

Riskbedömning derivat enligt åtagandemetoden 

Högsta hävstång % n/a 

Lägsta hävstång % n/a 

Genomsnittlig hävstång % n/a 

1. Total risk anges som standardavvikelsen för variationerna i fondens totala avkastning. Uppgiften baseras på

månadsdata och skall avse de senaste 24 månaderna.

2. Total risk anges som standardavvikelsen for variationerna i indexavkastning. Uppgiften baseras på månadsdata

och skall avse de senaste 24 månaderna.

3. Aktiv risk anges som standardavvikelsen för variationerna i skillnaden i avkastning mellan fonden och dess

jämförelseindex). Uppgiften baseras på månadsdata och skall avse de senaste 24 månaderna
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Resultaträkning 

Belopp i kr Not  2023-01-01-  2022-01-01- 
 2023-12-31   2022-12-31 

Intäkter och värdeförändring 
Värdeförändring på överlåtbara värdepapper  12 648 225 -2 811 885 
Ränteintäkter  447 508 31 873 
Utdelningar  4 840 183  1 733 876 
Valutakursvinster och-förluster netto - 1 494 609  385 544 
Övriga intäkter  4 832 
Summa intäkter och värdeförändring 16 441 307 -689 985 

Kostnader 
 Ersättning till bolaget som driver fondverksamheten -1 656 962 -1 193 669 
Räntekostnader -909 -878 
Övriga kostnader -343 223 -215 398 
Summa kostnader -2 001 094 -1 409 945 

Årets resultat  14 440 213 - 2 099 930

Balansräkning 

Belopp i kr Not 2023-12-31  2022-12-31 

Tillgångar 
Överlåtbara värdepapper 145 244 027  55 070 554 

Summa finansiella instrument med positivt 
marknadsvärde 

1 145 244 027  55 070 554 

Bankmedel och övriga likvida medel 16 798 930  6 404 980 
Förutbetalda kostnader och upplupna intäkter  262 658  5 794 
Summa tillgångar 162 305 615  61 481 328 

Skulder 
Upplupna kostnader och förutbetalda intäkter   2  130 189  52 016 
Övriga skulder   3  7 879  98 481 
Summa skulder 138 068  150 498 

Fondförmögenhet  4        162 209 005  61 330 830 

Poster inom linjen  Inga Inga 
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Redovisningsprinciper och bokslutskommentarer 
Belopp anges i SEK om inget annat anges 

Allmänna redovisningsprinciper 

Årsberättelsen har upprättats enligt Lag (2004:46) om förvaltare av värdepappersfonder. 
Finansinspektionens föreskrifter (2013:9) värdepappersfonder samt följer Fondbolagens 
Förenings rekommendationer. 

Värderingsregler 

De finansiella instrument inklusive derivat som ingår i fonden värderas till marknadsvärde 
enligt följande turordning. 

1) De finansiella instrument som handlas på en aktiv marknad ska värderas med senaste
betalkurs på balansdagen om den inte är en handelsdag används senaste handelsdag
före balansdagen.

2) Om det finansiella instrumentet inte handlas på en aktiv marknad ska
marknadsvärdet härledas av information från liknande transaktioner som skett
under marknadsmässiga omständigheter.

3) Om inte metod 1 eller 2 går att använda, eller blir missvisande ska marknadsvärdet
fastställas genom en på marknaden etablerad värderingsmodell.

Nyckeltal 

Fonden följer Fondbolagens förenings riktlinjer när det gäller framtagande av nyckeltal. 

Övrigt 

Fast och rörligt arvode beskrivs i fondbolagets årsredovisning. 
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Noter 

Not 1 Finansiella Instrument 

Per 2023-12-31 innehades följande finansiella instrument som uteslutande var aktier. 

Bolag  Antal  Valuta Marknadsvärde Andel i % 
SEB A   67 500 SEK 9 369 000 5,78 
HANDELSBANKEN A  81 000 SEK 8 865 450 5,47 
SAAB AB  13 000 SEK 7 898 800 4,87 
NOVO NORDISK A/S B  7 200 DKK 7 510 657 4,63 
SWEDBANK AB SER A  35 500 SEK 7 217 150 4,45 
INVESTOR AB B SHS  27 000 SEK 6 304 500 3,89 
BANCO SANTANDER SA  140 000 EUR 5 891 660 3,63 
MICROSOFT   1 500 USD 5 684 823 3,51 
NORDEA BANK ABP SWE  45 500 SEK 5 674 760 3,50 
INDUSTRIVÄRDEN C  15 000 SEK 4 924 500 3,04 
NVIDIA CORP  975 USD 4 866 250 3,00 
SOCIETE GENERALE -A  16 000 EUR 4 280 147 2,64 
DANSKE BANK AS  14 000 DKK 3 773 917 2,33 
BIOARCTIC AB  13 800 SEK 3 695 640 2,28 
LILLY ELI & CO  600 USD 3 524 941 2,17 
HSBC HOLDINGS PLC  42 000 GBP 3 429 025 2,11 
RHEINMETALL AG  1 000 EUR 3 195 635 1,97 
AP MÖLLER - MAERSK B  170 DKK 3 083 865 1,90 
ING GROEP NV  20 000 EUR 3 012 137 1,86 
JPMORGAN CHASE & CO  1 750 USD 3 000 088 1,85 
PALO ALTO NETWORKS   1 000 USD 2 971 919 1,83 
ALPHABET INC-CL A  2 100 USD 2 956 489 1,82 
LUNDBERGS AB - B SHS  5 000 SEK 2 741 000 1,69 
UNICREDIT SPA ITA  10 000 EUR 2 735 219 1,69 
UBS GROUP AG  8 500 CHF 2 656 469 1,64 
VOLVO AB B  10 000 SEK 2 617 000 1,61 
STOREBRAND ASA  28 000 NOK 2 501 189 1,54 
KINNEVIK AB B  20 000 SEK 2 162 000 1,33 
ALLIANZ SE-REG  800 EUR 2 155 217 1,33 
GOLDMAN SACHS GROUP   550 USD 2 138 370 1,32 
BNP PARIBAS PARIS  3 000 EUR 2 090 747 1,29 
NKT A/S  3 000 DKK 2 079 121 1,28 
AMERICAN EXPRESS   1 100 USD 2 076 896 1,28 
BERKSHIRE HATHAWAY B  575 USD 2 066 873 1,28 
EXOR NV  2 000 EUR 2 015 366 1,24 
APPLE INC  1 000 USD 1 940 395 1,20 
NORDNET AB  7 000 SEK 1 197 000 0,74 
MORGAN STANLEY  1 000 USD 939 811 0,58 

Totalt MV 145 244 027 
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Not 2 Upplupna kostnader och förutbetalda intäkter 
2023-12-31 2022-12-31 

Upplupet förvaltningsarvode 130 189 52 016 

130 189 52 016 

Not 3 Övriga skulder 
2023-12-31 2022-12-31 

Skuld for kunduttag 7 879 98 481 

7 879 98 481 

 2023-01-01-  2022-01-01- 
2023-12-31 2022-12-31 

Not 4 Förändring av fondförmögenhet 61 330 831 58 190 828 

Andelsutgivning 126 617 257 28 498 867 
Andelsinlösen -40 179 296 -23 258 933
Årets resultat enligt resultaträkning 14 440 213 -2 099 930

Summa    162 209 005 61 330 830 
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Underskrifter 

Stockholm den dag som framgår av digital signering. 

Thomas Eriksson Henrik Karacs 
Styrelseordförande VD 

Bo Pettersson   Lisa Hållars 
Styrelseledamot Styrelseledamot 

Jan Petersson 
Styrelseledamot 

Min revisionsberättelse har avgivits den dag som framgår av digital signering. 

Leif Lüsch 
Auktoriserad revisor 
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Hållbarhetsrapport 2023 – Bilaga till årsberättelse fonden Tellus Midas 

Mall som avser regelbundna upplysningar för de finansiella produkter som avses i artikel 8 
punkterna 1, 2 och 2a i förordning (EU) 2019/2088 och artikel 6 första stycket i förordning (EU) 

2020/852 

Produktnamn: Tellus Midas 

Identifieringskod för juridiska personer: 549300XLCNLHBFVUEQ16 

Miljörelaterade och/eller sociala egenskaper 

I vilken utsträckning främjades de miljörelaterade och/eller sociala 
egenskaperna av denna finansiella produkt?  
Tellus Midas är en aktivt förvaltad fond som inte använder ett index för att uppnå 
de miljörelaterade eller sociala egenskaper som främjas av fonden. De 
miljörelaterade eller sociala egenskaper som fonden har främjat anges nedan: 

• Att bolagen följer praxis för god bolagsstyrning.

• Att bolagen i deras affärsmodeller och strategier integrerar hållbarhet samt
strävar efter att nå målen i Parisavtalet.

• Exkludering av bolag involverade i kontroversiella aktiviteter eller aktiviteter
med betydande negativ klimatpåverkan.

• Exkludering av bolag som inte respekterar internationella normer och
konventioner kring miljö, mänskliga rättigheter, arbetsrätt och mångfald.

Hade denna finansiella produkt ett mål för hållbar investering? 

Ja Nej 

Den gjorde hållbara 

investeringar med ett 

miljömål: __ % 

i ekonomiska verksamheter 

som anses vara miljömässigt 

hållbara enligt EU-taxonomin 

i ekonomiska verksamheter 

som inte anses vara 

miljömässigt hållbara enligt 

EU-taxonomin 

Den främjade miljörelaterade och sociala 
egenskaper och även om den inte hade en 
hållbar investering som sitt mål hade den en 
andel på 0 hållbara investeringar 

 med ett miljömål i ekonomiska 

verksamheter som anses vara miljömässigt 

hållbara enligt EU-taxonomin 

med ett miljömål i ekonomiska 
verksamheter som inte anses vara 
miljömässigt hållbara enligt EU-
taxonomin 

med ett socialt mål 

Den gjorde hållbara 

investeringar med ett social 

mål: __ % 

Den främjade miljörelaterade och sociala 
egenskaper, men gjorde inte några 
hållbara investeringar 

Hållbar investering: en 

investering i en 

ekonomisk verksamhet 

som bidrar till ett 

miljömål eller socialt 

mål, förutsatt att 

investeringen inte 

orsakar betydande 

skada för något annat 

miljömål eller socialt 

mål och att 

investeringsobjekten 

följer praxis för god 

styrning. 

EU-taxonomin är ett 

klassificeringssystem 

som fastställs i 

förordning (EU) 

2020/852, där det 

fastställs en 

förteckning över 

miljömässigt hållbara 

ekonomiska 

verksamheter. 

Förordningen 

innehåller inte någon 

förteckning över socialt 

hållbara ekonomiska 

verksamheter.  

Hållbara investeringar 

med ett miljömål kan 

vara förenliga med 

kraven i taxonomin 

eller inte. 



 

Vilket resultat visade hållbarhetsindikatorerna? 
 
För att mäta huruvida fonden har främjat miljörelaterade eller sociala egenskaper 
har Tellus Midas använt ett antal hållbarhetsindikatorer. Fondens resultat i 
förhållande till dessa hållbarhetsindikatorer framkommer nedan. 
 

Miljörelaterad eller 
social egenskap som 

fonden främjar 
Hållbarhetsindikator Fondens resultat 

Att bolagen följer 
praxis för god 
bolagsstyrning 

Exponering mot bolag som bryter 
mot UN Global Compact samt 
OECD:s riktlinjer för 
multinationella företag 

Över 95 % av de bolag som fonden investerat i bedöms 
följa god bolagsstyrning mot bakgrund av att bolagen följer 
upp policys/riktlinjer som de redovisar regelbundet. 
Eftersom fonder endast investerar i stora företag med 
tydlig struktur avseende bolagsstyrning och uppföljning är 
risken mycket låg att bolagen inte levererar enligt de höga 
krav som investerar sätter. 

Att bolagen i deras 
affärsmodeller och 
strategier integrerar 
hållbarhet samt 
strävar efter att nå 
målen i Parisavtalet 

Dialoger med de investerade 
bolagen kring hur de arbetar med 
hållbarhet 

Vid genomläsning av bolagens årsredovisningar och annan 
tillgänglig hållbarhetsinformtion som företagen 
tillhandahåller har det framgått att samtliga bolag, i deras 
affärsmodeller och strategier, integrerar hållbarhet eller 
strävar efter att nå målen i Parisavtalet. 
Dialoger har förts med bolagsanalytiker och med 
företagsrepresentanter som vi oftast träffar i samband med 
presentationer i samband med kvartalsrapporter.  
Vi har många utländska innehav och i dessa fall så följer vi 
dem via media och analytikerkommentar samt 
teamsaktiviteter. 

Exkludering av bolag 
som inte respekterar 
internationella 
normer och 
konventioner kring 
miljö, mänskliga 
rättigheter, 
arbetsrätt och 
mångfald 

Indikatorer för huvudsakliga 
negativa konsekvenser 

Fonden har beaktat negativa konsekvenser för 
hållbarhetsfaktorer i samtliga av fondens investeringar. 

Exponering mot bolag som bryter 
mot UN Global Compact eller 
OECD:s riktlinjer för 
multinationella företag 

Över 80 % av fondens investeringar har undertecknat UN 
Global Compact samt OECD:s riktlinjer för multinationella 
företag.f 

FN:s deklarationer om mänskliga 
rättigheter samt ILO:s 
konventioner om arbetsrättsliga 
villkor 

Över 80 % av fondens investeringar har undertecknat FN:s 
deklarationer om mänskliga rättigheter samt ILO:s 
konventioner om arbetsrättsliga villkor. 

Exkludering av bolag 
involverade i 
kontroversiella 
aktiviteter eller 
aktiviteter med 
betydande negativ 
klimatpåverkan 

  

Exponering mot bolag verksamma 
inom kontroversiella vapen, 
kärnvapen, vapen och 
krigsmateriel, alkohol, tobak, 
cannabis, pornografi eller 
kommersiell spelverksamhet. 

Fonden har inte investerat i några bolag som vid tidpunkten 
för investeringen varit verksamma inom exkluderade 
branscher. 10 % av fondens investeringar och potentiella 
investeringar som granskats har exkluderats under 
innehavstiden mot bakgrund av att de haft verksamhet som 
hänfört sig till nämnda exkluderingskriterier. 

Exponering mot bolag verksamma 
inom produktion av fossila 
bränslen. 

Fonden har inte investerat i några bolag som vid tidpunkten 
för investeringen varit verksamma inom fossila bränslen. 5 
% av fondens investeringar har exkluderats under 
innehavstiden mot bakgrund av att de haft verksamhet som 
hänfört sig till nämnda exkluderingskriterier. 

 
 

Hållbarhets-

indikatorer mäter 

uppnåendet av de 

miljörelaterade 

eller sociala 

egenskaperna 

som den 

finansiella 

produkten 

främjar.  



Förteckningen 

innehåller de 

investeringar som 

utgör den finansiella 

produktens största 

andel investeringar 

under referens-

perioden som är 

följande:  

2023-01-01 till 2023-

12-31 

 

 

 

 

 

Hur beaktades i denna finansiella produkt huvudsakliga negativa konsekvenser för 
hållbarhetsfaktorer? 
  
Fonden har beaktat huvudsakliga negativa konsekvenser för hållbarhetsfaktorer. 

Fonden investerade inte i bolag verksamma inom sektorn för fossila bränslen eller 
bolag exponerade mot kontroversiella vapen.  

  
Vid analys av nya potentiella innehav beaktades utfallen från screening i 
Sustainanalytics då dels innehavets samtliga indikatorer genomlystes dels hur 
innehavets utfall kunde påverka hela portföljen rating. Resultatet diskuteras i 
samband med placeringsbeslutet och negativa utfall ledde i ett antal fall till att vi 
avstod från investeringar i bolag med dålig ESG-rating alternativt minskades bolagets 
vikt i portföljen medan ett positivt utfall ledde till att bolagsvikter för dessa bolag i 
portföljen blev större än vad den annars hade blivit.  
 
Screening kompletteras med den dialog som förs kontinuerligt med analytiker och 
bolagsledningar samt den kommunikation som lämnas av bolaget i form av 
årsredovisningar, uttalanden och annan information som bolaget delar med sig av. 
Liksom vid screeningen kan denna kvalitativa analys påverka hur vi väljer att agera när 
det är dags för placeringsbeslut. En negativ avvikelse i hållbarhetspolicyn kring PAI-
indikatorer kan t ex leda till en avveckling av innehavet och att vi gör en ny screening i 
Sustainalytics och en ny diskussion i placeringsrådet.  
 
ESG riskrating för hela portföljen ger ett värde på låg risk överlag på 20,3 vilket är 14 % 
lägre än jämförbara fonder. Runt 70 % av fondens innehav har en låg/medel ESG 
riskexponering. Vad gäller bolagsstyrning har portföljen 78 % en låg risk management 
exponering. 
 
 

Vilka var den finansiella produktens viktigaste investeringar?  
 

Bolag     Sektor Andel % Land 

SEB   Finans 5,78 Sverige 

Handelsbanken  Finans 5,47 Sverige 

SAAB  Försvar 4,87 Sverige 

Novo Nordisk  Hälsa 4,63 Danmark 

Swedbank  Finans 4,45 Sverige 

Investor  Finans 3,89 Sverige 

Banco Santander  Finans 3,63 Spanien 

Microsoft  IT 3,51 USA 

Nordea  Finans 3,5 Sverige 

Industrivärden  Finans 3,04 Sverige 
 
 
 

Huvudsakliga negativa 

konsekvenser är 

investeringsbesluts 

mest negativa 

konsekvenser för 

hållbarhetsfaktorer 

som rör miljö, sociala 

frågor och 

personalfrågor, 

respekt för mänskliga 

rättigheter samt frågor 

rörande bekämpning 

av korruption och 

mutor. 

 

 

 

 

 

Huvudsakliga negativa 

konsekvenser är 

investeringsbesluts 

mest negativa 

konsekvenser för 

hållbarhetsfaktorer 

som rör miljö, sociala 

frågor och 

personalfrågor, 

respekt för mänskliga 

rättigheter samt frågor 

rörande bekämpning 

av korruption och 

mutor. 

 

 

 

 

 



Tillgångsallokering 

beskriver andelen 

investeringar i 

specifika tillgångar. 

 

 

 

 

 

Hur stor var andelen hållbarhetsrelaterade investeringar? 
 
Andelen hållbara investeringar var 0 %. 
 
 
 

 

▪ Vad var tillgångsallokeringen? 

 

 
 
  
 

I vilka ekonomiska sektorer gjordes investeringarna? 

  

 

Vilka investeringar var inkluderade i kategorin ”annat”, vad var deras syfte och fanns 
det några miljörelaterade eller sociala minimiskyddsåtgärder? 
 
Med annat avses endast likvida medel.  
 
 
 

Finans 
Hälsovård 
Industri 
Teknik 
Försvar 

 

 
Inga investeringar gjordes i sektorer med fossila bränslen 
 



 
 
 
 
 
 
 
 

Vilka åtgärder har vidtagits för att uppfylla de miljörelaterade eller sociala 
egenskaperna under referensperioden? 
 
Inom fondbolaget förs kontinuerligt diskussioner både kring sektorer som främjar 
miljörelaterade eller sociala egenskaper och bolag som inte gör det. Sektorer med 
dålig ESG-rating väljs bort medan vi viktar upp i bolag med bättre rating. Till vår hjälp 
tar vi dels Sustainalytics som står för den kvantitativa analysen medan det görs en 
omfattande kvalitativ analys genom våra dialoger med bolagen kring 
hållbarhetsfrågor, granskning av bolagens årsredovisningar, analytikernas analyser 
kring bolagen i hållbarhetsrelaterade frågor och den information som ges om bolagen 
via media.  
 
Vi har under året helt valt bort investeringar i t ex oljebolagen och kontroversiella 
vapen. Detta är ett exempel på aktivt val vi gör i förvaltningen. Om vi kan välja mellan 
ett bolag i samma sektor men med olika ESG-rating så väljer vi i första hand att vikta 
upp i de bolag som jobbar positivt med hållbarhetsfrågor.  
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Förvaltningsberättelse 


Styrelsen och verkställande direktören för Tellus Fonder AB, 556702-9557, avger härmed 
årsberättelse för året 2023-01-01 - 2023-12-31 avseende Tellus Midas, 515602-1494. 


Allmänt om verksamheten 


Tellus Fonder erhöll tillstånd att driva fondbolagsverksamhet enligt Lag (2004:46) om 
värdepappersfonder den 1 december 2006. Tellus Fonder förvaltar sedan januari 2007 
värdepappersfonden Tellus Midas. Tellus Midas är en blandfond som investerar i aktier och 
räntebärande instrument över hela världen. Fonden investerar tematiskt med fokus på 
värdebolag med god direktavkastning. Vi investerar i bolag ledande inom sin nisch med starka 
ledningar och attraktiva värderingar.  


Ansvariga förvaltare är Bo Pettersson och Anders Bruzelius. 


Fondens utveckling 


Fondandelsvärdet i Tellus Midas ökade från 2023-01-01 till 2023-12-31 med 15,39 %. 


Väsentliga händelser under året 


 Inga väsentliga händelser att rapportera.    


Fondens placeringar 


Tellus Midas har enligt fondbestämmelserna möjlighet att placera i företag och obligationer 
upptagna till handel vid reglerade marknadsplatser i hela världen. Placeringsinriktning är i 
huvudsak tematisk med inriktning på värdebolag med god direktavkastning. 


Aktieandelen har under året varierat mellan 84 % - 96 %. Vid ingången av året var 
aktieandelen 89,8 % och vid utgången av året 89,6 %. Europa var den region som vi hade högst 
andel av fondens förmögenhet investerad mot, 78 %, medan exponeringen mot enskilt land var 
störst mot Sverige 43 % följt av USA 22 %. Andra länder som fonden har en exponering mot är 
Danmark, Schweiz, Frankrike, Finland, Spanien, Italien, Holland, Storbritannien och Tyskland. 
En tematisk ansats har präglat förvaltningen med fokus på storbanker med god 
direktavkastning och låga värderingar men förvaltningen har även haft inslag av läkemedel, 
försvarsindustri, investmentbolag och konglomerat samt teknikbolag.  


Fonden hade vid årets utgång 38 investeringar. De enskilda aktier som bidragit mest positivt till 
avkastningen under året var Unicredit och Microsoft.  


De fem största innehaven var SEB (5,78 %), Svenska Handelsbanken (5,47 %), %, SAAB (4,87 %), 
Novo Nordisk (4,63 %) och Swedbank (4,45 %). 


Tellus Midas likviditet har under året varit placerad på konto hos Swedbank. 
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Hållbarhetsinformation 


Tellus Fonder tillämpar ett hållbarhetsperspektiv i sina investeringar och har under året 
uppdaterat hemsidan och lnformationsbroschyren med hållbarhetsrelaterade upplysningar. Vi 
har även aktivt implementerat hållbarhet som en del i vår förvaltning när vi utvärderar bolag. 
Alla investeringar analyseras av verktyget, Sustainanalytics innan de genomförs. Dessutom görs 
en kontinuerlig genomlysning av portföljerna via Sustainalytics. Vi har vidare undertecknat 
FN:s principer for hållbara investeringar. Hållbarhetsrapport for 2023 bifogas årsberättelsen 
som bilaga. 


Risker 


Marknadsrisk 
Tellus Midas har en flexibel aktieexponering, varför den absoluta risken är lägre än för en 
traditionell aktiefond. Samtidigt bidrar den variabla aktieexponeringen till en ökad risk relativt 
ett aktieindex. 


Valutarisk 
Tellus Midas valutasäkrade inte sina utländska innehav, vilket gör att valutarisken är högre 
jämfört med en valutasäkrad fond. Fonden har inte påverkats i någon större utsträckning av 
rörelserna på valutamarknaden baserat på valutakurser i årets början och slutet av året. 


Likviditetsrisk 
Tellus Midas investerar i princip uteslutande i bolag med högt börsvärde samt mycket god 
omsättning. Det innebar att likviditetsrisken vid nuvarande storlek och sammansättning är 
begränsad. 


Derivatinstrument 
Enligt fondbestämmelserna har fonden rätt att placera i derivatinstrument. Denna rätt har under 
året i fråga inte utnyttjats. 


Övriga tillgångar och skulder 
Vid årets utgång uppgick fondens likviditet (kassa) till 10.4 % av fondförmögenheten, vilken var 
placerad hos Swedbank. 


Förändring av fondförmögenhet 
Tellus Midas förvaltningsvolym uppgick till 162 209 005 SEK vid årets slut att jämföra 
med 61 330 831 SEK vid föregående årsslut. Volymutvecklingen bestod av 126 617 
257 SEK i andelsutgivning och andelsinlösen om 40 179 296 SEK samt positivt 
resultat 14 440 213 SEK. 
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Ersättning och förmåner 


Antal anställda som fått fast ersättning utbetald 9. 


Den sammanlagda ersättningen uppgår till 1 602 690 kronor. 


Det sammanlagda ersättningsbelopp som särskilt reglerad personal fått utbetalt 


1. Anställda i ledande strategiska befattningar  761 308 
2. Anställda med ansvar för kontrollfunktioner  299 552 
3. Risktagare  530 360 
4. Anställda vars ersättning uppgår till eller överstiger


ersättningen för någon i den verkställande ledningen.  0 
5. Summa ersättning till särskilt reglerad personal     1 591 220


Ersättning utgår i form av fast Iön. Fondbolaget har efterlevt ersättningspolicyn och inga 
väsentliga förändringar av bolagets ersättningspolicy har genomförts. 
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Ekonomisk översikt 


Fond- 
förmögenhet 


 SEK 


Andels- 
värde 
SEK 


 Utestående 
 andelar st 


Utdelning 
per andel 


Total 
avkastning 


% 


Jämförelse 
index 


% 


2023-12-31 


Andelsklass A  


2023-12-31 


Andelsklass B  


2022-12-31 


153 809 608 


8 357 940 


 61 330 830 


 247,86 


  108,99 


  214,81 


 620 541 


 76 683 


 285 512.09 


15,39 


N/A 


-1,85


12,74 


12,74 


-6,0 
2021-12-31  58 190 828   218,64  266 150,05 17,58  31,12 
2020-12-31 32 747 375 185,98 176 075,44 34,92 0,68 
2019-12-31 20 518 419 138 148 656,09 26,47  27,42 
2018-12-31 22 085 630 109 202 367,60 -10,90 -10,49
2017-12-31 24 900 879 122 203 281,80 27,18 10,58
2016-12-31 14 720 549 96 152 846,78 -3,92 3,13
2015-12-31 26 814 554 ö100 267 501,46 2,19 3,85
2014-12-31 66 303 428 98,09 675 971,34 -3,61 10,07
2013-12-31 63 115 363 102 620 216,56 9,88 22,35
2012-12-31 61 391 613 94 653 263,48 1,98 15,27 10,43
2011-12-31 50 704 133 84 606 757,03 0,47 -13,65 -11,88
2010-12-31 64 329 087 98 658 724,58 3,83 -4,49
2009-12-31 62 545 423 97 645 910,26 3,66 23,27 20,65
2008-12-31 43 738 150 86 508 840,86 -11,34 -46,00


Jämförelseindex: STOXX Europa 600, valutajusterad, avser perioden avser perioden 2008-01- 
02-2019-12-31.


MSCI All Country World NDTR, valutajusterad avser perioden 2020-01-01 - 2022-12-31. 


STOXX 600 är ett prisindex, dvs det inkluderar inte utdelningar. 


Fonden bytte jämförelseindex fran Euro Stoxx 600 till MSCI All Country World NDTR (SEK) den 2: a 
mars 2020. Europe Stoxx 600 avkastade -4,04 % under 2020. 
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Nyckeltal 2023 Tellus Midas 


Risk- och avkastningsmått andelsklass A 


Totalrisk % 1) 15,15 % 


Totalrisk for jämförelseindex % 2) 6,98 % 


Aktiv risk 24 mån % 3) 12,87% 


Genomsnittlig årsavkastning de senaste 2 åren 6,77 % 


Genomsnittlig årsavkastning de senaste 5 åren 18,53 % 


Kostnader 


Förvaltningsavgift, fast andelsklass A, B 1% 


Förvaltningsavgift, rörlig andelsklass A 0,4% 


Förvaltningsavgift, rörlig andelsklass B 1,27 % 


Transaktionskostnader, andelsklass A  333 903 SEK 


Transaktionskostnader, andelsklass B  9 320  SEK 


Transaktionskostnader % andelsklass A , B 0,16% 


Analyskostnader kr n/a 


Analyskostnader % n/a 


Årlig avgift % andelsklass A 1,05% 


Årlig avgift % andelsklass B 1,04% 


Insättnings- och uttagsavgifter  0 


Förvaltningskostnad 


Förvaltningskostnad för engångsersättning 10,000 SEK 108,4 SEK 


Förvaltningskostnad för löpande sparande 100 SEK 6,73 SEK 


Omsättning 


Omsättningshastighet ggr 0,6012 


Omsättning genom närstående värdepappersbolag n/a 


Riskbedömning derivat enligt åtagandemetoden 


Högsta hävstång % n/a 


Lägsta hävstång % n/a 


Genomsnittlig hävstång % n/a 


1. Total risk anges som standardavvikelsen för variationerna i fondens totala avkastning. Uppgiften baseras på


månadsdata och skall avse de senaste 24 månaderna.


2. Total risk anges som standardavvikelsen for variationerna i indexavkastning. Uppgiften baseras på månadsdata


och skall avse de senaste 24 månaderna.


3. Aktiv risk anges som standardavvikelsen för variationerna i skillnaden i avkastning mellan fonden och dess


jämförelseindex). Uppgiften baseras på månadsdata och skall avse de senaste 24 månaderna
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Resultaträkning 


Belopp i kr Not  2023-01-01-  2022-01-01- 
 2023-12-31   2022-12-31 


Intäkter och värdeförändring 
Värdeförändring på överlåtbara värdepapper  12 648 225 -2 811 885 
Ränteintäkter  447 508 31 873 
Utdelningar  4 840 183  1 733 876 
Valutakursvinster och-förluster netto - 1 494 609  385 544 
Övriga intäkter  4 832 
Summa intäkter och värdeförändring 16 441 307 -689 985 


Kostnader 
 Ersättning till bolaget som driver fondverksamheten -1 656 962 -1 193 669 
Räntekostnader -909 -878 
Övriga kostnader -343 223 -215 398 
Summa kostnader -2 001 094 -1 409 945 


Årets resultat  14 440 213 - 2 099 930


Balansräkning 


Belopp i kr Not 2023-12-31  2022-12-31 


Tillgångar 
Överlåtbara värdepapper 145 244 027  55 070 554 


Summa finansiella instrument med positivt 
marknadsvärde 


1 145 244 027  55 070 554 


Bankmedel och övriga likvida medel 16 798 930  6 404 980 
Förutbetalda kostnader och upplupna intäkter  262 658  5 794 
Summa tillgångar 162 305 615  61 481 328 


Skulder 
Upplupna kostnader och förutbetalda intäkter   2  130 189  52 016 
Övriga skulder   3  7 879  98 481 
Summa skulder 138 068  150 498 


Fondförmögenhet  4        162 209 005  61 330 830 


Poster inom linjen  Inga Inga 
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Redovisningsprinciper och bokslutskommentarer 
Belopp anges i SEK om inget annat anges 


Allmänna redovisningsprinciper 


Årsberättelsen har upprättats enligt Lag (2004:46) om förvaltare av värdepappersfonder. 
Finansinspektionens föreskrifter (2013:9) värdepappersfonder samt följer Fondbolagens 
Förenings rekommendationer. 


Värderingsregler 


De finansiella instrument inklusive derivat som ingår i fonden värderas till marknadsvärde 
enligt följande turordning. 


1) De finansiella instrument som handlas på en aktiv marknad ska värderas med senaste
betalkurs på balansdagen om den inte är en handelsdag används senaste handelsdag
före balansdagen.


2) Om det finansiella instrumentet inte handlas på en aktiv marknad ska
marknadsvärdet härledas av information från liknande transaktioner som skett
under marknadsmässiga omständigheter.


3) Om inte metod 1 eller 2 går att använda, eller blir missvisande ska marknadsvärdet
fastställas genom en på marknaden etablerad värderingsmodell.


Nyckeltal 


Fonden följer Fondbolagens förenings riktlinjer när det gäller framtagande av nyckeltal. 


Övrigt 


Fast och rörligt arvode beskrivs i fondbolagets årsredovisning. 
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Noter 


Not 1 Finansiella Instrument 


Per 2023-12-31 innehades följande finansiella instrument som uteslutande var aktier. 


Bolag  Antal  Valuta Marknadsvärde Andel i % 
SEB A   67 500 SEK 9 369 000 5,78 
HANDELSBANKEN A  81 000 SEK 8 865 450 5,47 
SAAB AB  13 000 SEK 7 898 800 4,87 
NOVO NORDISK A/S B  7 200 DKK 7 510 657 4,63 
SWEDBANK AB SER A  35 500 SEK 7 217 150 4,45 
INVESTOR AB B SHS  27 000 SEK 6 304 500 3,89 
BANCO SANTANDER SA  140 000 EUR 5 891 660 3,63 
MICROSOFT   1 500 USD 5 684 823 3,51 
NORDEA BANK ABP SWE  45 500 SEK 5 674 760 3,50 
INDUSTRIVÄRDEN C  15 000 SEK 4 924 500 3,04 
NVIDIA CORP  975 USD 4 866 250 3,00 
SOCIETE GENERALE -A  16 000 EUR 4 280 147 2,64 
DANSKE BANK AS  14 000 DKK 3 773 917 2,33 
BIOARCTIC AB  13 800 SEK 3 695 640 2,28 
LILLY ELI & CO  600 USD 3 524 941 2,17 
HSBC HOLDINGS PLC  42 000 GBP 3 429 025 2,11 
RHEINMETALL AG  1 000 EUR 3 195 635 1,97 
AP MÖLLER - MAERSK B  170 DKK 3 083 865 1,90 
ING GROEP NV  20 000 EUR 3 012 137 1,86 
JPMORGAN CHASE & CO  1 750 USD 3 000 088 1,85 
PALO ALTO NETWORKS   1 000 USD 2 971 919 1,83 
ALPHABET INC-CL A  2 100 USD 2 956 489 1,82 
LUNDBERGS AB - B SHS  5 000 SEK 2 741 000 1,69 
UNICREDIT SPA ITA  10 000 EUR 2 735 219 1,69 
UBS GROUP AG  8 500 CHF 2 656 469 1,64 
VOLVO AB B  10 000 SEK 2 617 000 1,61 
STOREBRAND ASA  28 000 NOK 2 501 189 1,54 
KINNEVIK AB B  20 000 SEK 2 162 000 1,33 
ALLIANZ SE-REG  800 EUR 2 155 217 1,33 
GOLDMAN SACHS GROUP   550 USD 2 138 370 1,32 
BNP PARIBAS PARIS  3 000 EUR 2 090 747 1,29 
NKT A/S  3 000 DKK 2 079 121 1,28 
AMERICAN EXPRESS   1 100 USD 2 076 896 1,28 
BERKSHIRE HATHAWAY B  575 USD 2 066 873 1,28 
EXOR NV  2 000 EUR 2 015 366 1,24 
APPLE INC  1 000 USD 1 940 395 1,20 
NORDNET AB  7 000 SEK 1 197 000 0,74 
MORGAN STANLEY  1 000 USD 939 811 0,58 


Totalt MV 145 244 027 
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Not 2 Upplupna kostnader och förutbetalda intäkter 
2023-12-31 2022-12-31 


Upplupet förvaltningsarvode 130 189 52 016 


130 189 52 016 


Not 3 Övriga skulder 
2023-12-31 2022-12-31 


Skuld for kunduttag 7 879 98 481 


7 879 98 481 


 2023-01-01-  2022-01-01- 
2023-12-31 2022-12-31 


Not 4 Förändring av fondförmögenhet 61 330 831 58 190 828 


Andelsutgivning 126 617 257 28 498 867 
Andelsinlösen -40 179 296 -23 258 933
Årets resultat enligt resultaträkning 14 440 213 -2 099 930


Summa    162 209 005 61 330 830 
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Underskrifter 


Stockholm den dag som framgår av digital signering. 


Thomas Eriksson Henrik Karacs 
Styrelseordförande VD 


Bo Pettersson   Lisa Hållars 
Styrelseledamot Styrelseledamot 


Jan Petersson 
Styrelseledamot 


Min revisionsberättelse har avgivits den dag som framgår av digital signering. 


Leif Lüsch 
Auktoriserad revisor 
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Förvaltningsberättelse 



Styrelsen och verkställande direktören för Tellus Fonder AB, 556702-9557, avger härmed 
årsberättelse för året 2023-01-01 - 2023-12-31 avseende Tellus Midas, 515602-1494. 



Allmänt om verksamheten 



Tellus Fonder erhöll tillstånd att driva fondbolagsverksamhet enligt Lag (2004:46) om 
värdepappersfonder den 1 december 2006. Tellus Fonder förvaltar sedan januari 2007 
värdepappersfonden Tellus Midas. Tellus Midas är en blandfond som investerar i aktier och 
räntebärande instrument över hela världen. Fonden investerar tematiskt med fokus på 
värdebolag med god direktavkastning. Vi investerar i bolag ledande inom sin nisch med starka 
ledningar och attraktiva värderingar.  



Ansvariga förvaltare är Bo Pettersson och Anders Bruzelius. 



Fondens utveckling 



Fondandelsvärdet i Tellus Midas ökade från 2023-01-01 till 2023-12-31 med 15,39 %. 



Väsentliga händelser under året 



 Inga väsentliga händelser att rapportera.    



Fondens placeringar 



Tellus Midas har enligt fondbestämmelserna möjlighet att placera i företag och obligationer 
upptagna till handel vid reglerade marknadsplatser i hela världen. Placeringsinriktning är i 
huvudsak tematisk med inriktning på värdebolag med god direktavkastning. 



Aktieandelen har under året varierat mellan 84 % - 96 %. Vid ingången av året var 
aktieandelen 89,8 % och vid utgången av året 89,6 %. Europa var den region som vi hade högst 
andel av fondens förmögenhet investerad mot, 78 %, medan exponeringen mot enskilt land var 
störst mot Sverige 43 % följt av USA 22 %. Andra länder som fonden har en exponering mot är 
Danmark, Schweiz, Frankrike, Finland, Spanien, Italien, Holland, Storbritannien och Tyskland. 
En tematisk ansats har präglat förvaltningen med fokus på storbanker med god 
direktavkastning och låga värderingar men förvaltningen har även haft inslag av läkemedel, 
försvarsindustri, investmentbolag och konglomerat samt teknikbolag.  



Fonden hade vid årets utgång 38 investeringar. De enskilda aktier som bidragit mest positivt till 
avkastningen under året var Unicredit och Microsoft.  



De fem största innehaven var SEB (5,78 %), Svenska Handelsbanken (5,47 %), %, SAAB (4,87 %), 
Novo Nordisk (4,63 %) och Swedbank (4,45 %). 



Tellus Midas likviditet har under året varit placerad på konto hos Swedbank. 
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Hållbarhetsinformation 



Tellus Fonder tillämpar ett hållbarhetsperspektiv i sina investeringar och har under året 
uppdaterat hemsidan och lnformationsbroschyren med hållbarhetsrelaterade upplysningar. Vi 
har även aktivt implementerat hållbarhet som en del i vår förvaltning när vi utvärderar bolag. 
Alla investeringar analyseras av verktyget, Sustainanalytics innan de genomförs. Dessutom görs 
en kontinuerlig genomlysning av portföljerna via Sustainalytics. Vi har vidare undertecknat 
FN:s principer for hållbara investeringar. Hållbarhetsrapport for 2023 bifogas årsberättelsen 
som bilaga. 



Risker 



Marknadsrisk 
Tellus Midas har en flexibel aktieexponering, varför den absoluta risken är lägre än för en 
traditionell aktiefond. Samtidigt bidrar den variabla aktieexponeringen till en ökad risk relativt 
ett aktieindex. 



Valutarisk 
Tellus Midas valutasäkrade inte sina utländska innehav, vilket gör att valutarisken är högre 
jämfört med en valutasäkrad fond. Fonden har inte påverkats i någon större utsträckning av 
rörelserna på valutamarknaden baserat på valutakurser i årets början och slutet av året. 



Likviditetsrisk 
Tellus Midas investerar i princip uteslutande i bolag med högt börsvärde samt mycket god 
omsättning. Det innebar att likviditetsrisken vid nuvarande storlek och sammansättning är 
begränsad. 



Derivatinstrument 
Enligt fondbestämmelserna har fonden rätt att placera i derivatinstrument. Denna rätt har under 
året i fråga inte utnyttjats. 



Övriga tillgångar och skulder 
Vid årets utgång uppgick fondens likviditet (kassa) till 10.4 % av fondförmögenheten, vilken var 
placerad hos Swedbank. 



Förändring av fondförmögenhet 
Tellus Midas förvaltningsvolym uppgick till 162 209 005 SEK vid årets slut att jämföra 
med 61 330 831 SEK vid föregående årsslut. Volymutvecklingen bestod av 126 617 
257 SEK i andelsutgivning och andelsinlösen om 40 179 296 SEK samt positivt 
resultat 14 440 213 SEK. 
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Ersättning och förmåner 



Antal anställda som fått fast ersättning utbetald 9. 



Den sammanlagda ersättningen uppgår till 1 602 690 kronor. 



Det sammanlagda ersättningsbelopp som särskilt reglerad personal fått utbetalt 



1. Anställda i ledande strategiska befattningar  761 308 
2. Anställda med ansvar för kontrollfunktioner  299 552 
3. Risktagare  530 360 
4. Anställda vars ersättning uppgår till eller överstiger



ersättningen för någon i den verkställande ledningen.  0 
5. Summa ersättning till särskilt reglerad personal     1 591 220



Ersättning utgår i form av fast Iön. Fondbolaget har efterlevt ersättningspolicyn och inga 
väsentliga förändringar av bolagets ersättningspolicy har genomförts. 
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Ekonomisk översikt 



Fond- 
förmögenhet 



 SEK 



Andels- 
värde 
SEK 



 Utestående 
 andelar st 



Utdelning 
per andel 



Total 
avkastning 



% 



Jämförelse 
index 



% 



2023-12-31 



Andelsklass A  



2023-12-31 



Andelsklass B  



2022-12-31 



153 809 608 



8 357 940 



 61 330 830 



 247,86 



  108,99 



  214,81 



 620 541 



 76 683 



 285 512.09 



15,39 



N/A 



-1,85



12,74 



12,74 



-6,0 
2021-12-31  58 190 828   218,64  266 150,05 17,58  31,12 
2020-12-31 32 747 375 185,98 176 075,44 34,92 0,68 
2019-12-31 20 518 419 138 148 656,09 26,47  27,42 
2018-12-31 22 085 630 109 202 367,60 -10,90 -10,49
2017-12-31 24 900 879 122 203 281,80 27,18 10,58
2016-12-31 14 720 549 96 152 846,78 -3,92 3,13
2015-12-31 26 814 554 ö100 267 501,46 2,19 3,85
2014-12-31 66 303 428 98,09 675 971,34 -3,61 10,07
2013-12-31 63 115 363 102 620 216,56 9,88 22,35
2012-12-31 61 391 613 94 653 263,48 1,98 15,27 10,43
2011-12-31 50 704 133 84 606 757,03 0,47 -13,65 -11,88
2010-12-31 64 329 087 98 658 724,58 3,83 -4,49
2009-12-31 62 545 423 97 645 910,26 3,66 23,27 20,65
2008-12-31 43 738 150 86 508 840,86 -11,34 -46,00



Jämförelseindex: STOXX Europa 600, valutajusterad, avser perioden avser perioden 2008-01- 
02-2019-12-31.



MSCI All Country World NDTR, valutajusterad avser perioden 2020-01-01 - 2022-12-31. 



STOXX 600 är ett prisindex, dvs det inkluderar inte utdelningar. 



Fonden bytte jämförelseindex fran Euro Stoxx 600 till MSCI All Country World NDTR (SEK) den 2: a 
mars 2020. Europe Stoxx 600 avkastade -4,04 % under 2020. 
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Nyckeltal 2023 Tellus Midas 



Risk- och avkastningsmått andelsklass A 



Totalrisk % 1) 15,15 % 



Totalrisk for jämförelseindex % 2) 6,98 % 



Aktiv risk 24 mån % 3) 12,87% 



Genomsnittlig årsavkastning de senaste 2 åren 6,77 % 



Genomsnittlig årsavkastning de senaste 5 åren 18,53 % 



Kostnader 



Förvaltningsavgift, fast andelsklass A, B 1% 



Förvaltningsavgift, rörlig andelsklass A 0,4% 



Förvaltningsavgift, rörlig andelsklass B 1,27 % 



Transaktionskostnader, andelsklass A  333 903 SEK 



Transaktionskostnader, andelsklass B  9 320  SEK 



Transaktionskostnader % andelsklass A , B 0,16% 



Analyskostnader kr n/a 



Analyskostnader % n/a 



Årlig avgift % andelsklass A 1,05% 



Årlig avgift % andelsklass B 1,04% 



Insättnings- och uttagsavgifter  0 



Förvaltningskostnad 



Förvaltningskostnad för engångsersättning 10,000 SEK 108,4 SEK 



Förvaltningskostnad för löpande sparande 100 SEK 6,73 SEK 



Omsättning 



Omsättningshastighet ggr 0,6012 



Omsättning genom närstående värdepappersbolag n/a 



Riskbedömning derivat enligt åtagandemetoden 



Högsta hävstång % n/a 



Lägsta hävstång % n/a 



Genomsnittlig hävstång % n/a 



1. Total risk anges som standardavvikelsen för variationerna i fondens totala avkastning. Uppgiften baseras på



månadsdata och skall avse de senaste 24 månaderna.



2. Total risk anges som standardavvikelsen for variationerna i indexavkastning. Uppgiften baseras på månadsdata



och skall avse de senaste 24 månaderna.



3. Aktiv risk anges som standardavvikelsen för variationerna i skillnaden i avkastning mellan fonden och dess



jämförelseindex). Uppgiften baseras på månadsdata och skall avse de senaste 24 månaderna
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Resultaträkning 



Belopp i kr Not  2023-01-01-  2022-01-01- 
 2023-12-31   2022-12-31 



Intäkter och värdeförändring 
Värdeförändring på överlåtbara värdepapper  12 648 225 -2 811 885 
Ränteintäkter  447 508 31 873 
Utdelningar  4 840 183  1 733 876 
Valutakursvinster och-förluster netto - 1 494 609  385 544 
Övriga intäkter  4 832 
Summa intäkter och värdeförändring 16 441 307 -689 985 



Kostnader 
 Ersättning till bolaget som driver fondverksamheten -1 656 962 -1 193 669 
Räntekostnader -909 -878 
Övriga kostnader -343 223 -215 398 
Summa kostnader -2 001 094 -1 409 945 



Årets resultat  14 440 213 - 2 099 930



Balansräkning 



Belopp i kr Not 2023-12-31  2022-12-31 



Tillgångar 
Överlåtbara värdepapper 145 244 027  55 070 554 



Summa finansiella instrument med positivt 
marknadsvärde 



1 145 244 027  55 070 554 



Bankmedel och övriga likvida medel 16 798 930  6 404 980 
Förutbetalda kostnader och upplupna intäkter  262 658  5 794 
Summa tillgångar 162 305 615  61 481 328 



Skulder 
Upplupna kostnader och förutbetalda intäkter   2  130 189  52 016 
Övriga skulder   3  7 879  98 481 
Summa skulder 138 068  150 498 



Fondförmögenhet  4        162 209 005  61 330 830 



Poster inom linjen  Inga Inga 
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Redovisningsprinciper och bokslutskommentarer 
Belopp anges i SEK om inget annat anges 



Allmänna redovisningsprinciper 



Årsberättelsen har upprättats enligt Lag (2004:46) om förvaltare av värdepappersfonder. 
Finansinspektionens föreskrifter (2013:9) värdepappersfonder samt följer Fondbolagens 
Förenings rekommendationer. 



Värderingsregler 



De finansiella instrument inklusive derivat som ingår i fonden värderas till marknadsvärde 
enligt följande turordning. 



1) De finansiella instrument som handlas på en aktiv marknad ska värderas med senaste
betalkurs på balansdagen om den inte är en handelsdag används senaste handelsdag
före balansdagen.



2) Om det finansiella instrumentet inte handlas på en aktiv marknad ska
marknadsvärdet härledas av information från liknande transaktioner som skett
under marknadsmässiga omständigheter.



3) Om inte metod 1 eller 2 går att använda, eller blir missvisande ska marknadsvärdet
fastställas genom en på marknaden etablerad värderingsmodell.



Nyckeltal 



Fonden följer Fondbolagens förenings riktlinjer när det gäller framtagande av nyckeltal. 



Övrigt 



Fast och rörligt arvode beskrivs i fondbolagets årsredovisning. 
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Noter 



Not 1 Finansiella Instrument 



Per 2023-12-31 innehades följande finansiella instrument som uteslutande var aktier. 



Bolag  Antal  Valuta Marknadsvärde Andel i % 
SEB A   67 500 SEK 9 369 000 5,78 
HANDELSBANKEN A  81 000 SEK 8 865 450 5,47 
SAAB AB  13 000 SEK 7 898 800 4,87 
NOVO NORDISK A/S B  7 200 DKK 7 510 657 4,63 
SWEDBANK AB SER A  35 500 SEK 7 217 150 4,45 
INVESTOR AB B SHS  27 000 SEK 6 304 500 3,89 
BANCO SANTANDER SA  140 000 EUR 5 891 660 3,63 
MICROSOFT   1 500 USD 5 684 823 3,51 
NORDEA BANK ABP SWE  45 500 SEK 5 674 760 3,50 
INDUSTRIVÄRDEN C  15 000 SEK 4 924 500 3,04 
NVIDIA CORP  975 USD 4 866 250 3,00 
SOCIETE GENERALE -A  16 000 EUR 4 280 147 2,64 
DANSKE BANK AS  14 000 DKK 3 773 917 2,33 
BIOARCTIC AB  13 800 SEK 3 695 640 2,28 
LILLY ELI & CO  600 USD 3 524 941 2,17 
HSBC HOLDINGS PLC  42 000 GBP 3 429 025 2,11 
RHEINMETALL AG  1 000 EUR 3 195 635 1,97 
AP MÖLLER - MAERSK B  170 DKK 3 083 865 1,90 
ING GROEP NV  20 000 EUR 3 012 137 1,86 
JPMORGAN CHASE & CO  1 750 USD 3 000 088 1,85 
PALO ALTO NETWORKS   1 000 USD 2 971 919 1,83 
ALPHABET INC-CL A  2 100 USD 2 956 489 1,82 
LUNDBERGS AB - B SHS  5 000 SEK 2 741 000 1,69 
UNICREDIT SPA ITA  10 000 EUR 2 735 219 1,69 
UBS GROUP AG  8 500 CHF 2 656 469 1,64 
VOLVO AB B  10 000 SEK 2 617 000 1,61 
STOREBRAND ASA  28 000 NOK 2 501 189 1,54 
KINNEVIK AB B  20 000 SEK 2 162 000 1,33 
ALLIANZ SE-REG  800 EUR 2 155 217 1,33 
GOLDMAN SACHS GROUP   550 USD 2 138 370 1,32 
BNP PARIBAS PARIS  3 000 EUR 2 090 747 1,29 
NKT A/S  3 000 DKK 2 079 121 1,28 
AMERICAN EXPRESS   1 100 USD 2 076 896 1,28 
BERKSHIRE HATHAWAY B  575 USD 2 066 873 1,28 
EXOR NV  2 000 EUR 2 015 366 1,24 
APPLE INC  1 000 USD 1 940 395 1,20 
NORDNET AB  7 000 SEK 1 197 000 0,74 
MORGAN STANLEY  1 000 USD 939 811 0,58 



Totalt MV 145 244 027 
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Not 2 Upplupna kostnader och förutbetalda intäkter 
2023-12-31 2022-12-31 



Upplupet förvaltningsarvode 130 189 52 016 



130 189 52 016 



Not 3 Övriga skulder 
2023-12-31 2022-12-31 



Skuld for kunduttag 7 879 98 481 



7 879 98 481 



 2023-01-01-  2022-01-01- 
2023-12-31 2022-12-31 



Not 4 Förändring av fondförmögenhet 61 330 831 58 190 828 



Andelsutgivning 126 617 257 28 498 867 
Andelsinlösen -40 179 296 -23 258 933
Årets resultat enligt resultaträkning 14 440 213 -2 099 930



Summa    162 209 005 61 330 830 
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Underskrifter 



Stockholm den dag som framgår av digital signering. 



Thomas Eriksson Henrik Karacs 
Styrelseordförande VD 



Bo Pettersson   Lisa Hållars 
Styrelseledamot Styrelseledamot 



Jan Petersson 
Styrelseledamot 



Min revisionsberättelse har avgivits den dag som framgår av digital signering. 



Leif Lüsch 
Auktoriserad revisor 










[ {
  "agreementId" : "ecd18650-2d51-11ef-b688-111f590abd04",
  "agreementName" : "Årsberättelse Tellus Midas",
  "agreementVersion" : "1.19",
  "agreementFiles" : [ {
    "fileName" : "Årsberättelse 2023 Tellus Midas per 240617.pdf",
    "fileMimetype" : "application/pdf",
    "fileSize" : "357440",
    "fileHash" : "a2e06f50bc2eb5e9224ea4c3deaaf9f42d24787ded22e7c84f2e9c31146d1c55",
    "fileId" : "f96c9b20-2d51-11ef-bc8e-95cd1a1e30e9"
  } ],
  "signees" : [ {
    "personName" : "Thomas Eriksson",
    "country" : "SE",
    "orgName" : "Tellus Fonder AB",
    "personSurname" : "Eriksson",
    "orgNr" : "5567029557",
    "personGivenName" : "Thomas",
    "email" : "thomas.eriksson@tellusfonder.se"
  }, {
    "personName" : "Bo Pettersson",
    "country" : "SE",
    "orgName" : "Tellus Fonder AB",
    "personSurname" : "Pettersson",
    "orgNr" : "5567029557",
    "personGivenName" : "Bo",
    "email" : "bosse.bp.pettersson@gmail.com"
  }, {
    "personName" : "Lisa Hållars",
    "country" : "SE",
    "orgName" : "Tellus Fonder AB",
    "personSurname" : "Hållars",
    "orgNr" : "5567029557",
    "personGivenName" : "Lisa",
    "email" : "lisa.hallars@swehockey.se"
  }, {
    "personName" : "Jan Petersson",
    "country" : "SE",
    "orgName" : "Tellus Fonder AB",
    "personSurname" : "Petersson",
    "orgNr" : "5567029557",
    "personGivenName" : "Jan",
    "email" : "jan.petersson@ap4.se"
  } ],
  "time" : "2024-06-18T11:10:13.000+0200",
  "type" : "company_web",
  "user" : {
    "personName" : "Henrik Karacs",
    "orgName" : "Tellus Fonder AB",
    "ipAddress" : "77.53.110.36",
    "orgNr" : "5567029557",
    "email" : "henrik.karacs@tellusfonder.se"
  },
  "eventId" : 11,
  "eventClass" : "agreement_created",
  "id" : "92343d40-2d52-11ef-a508-3d30f11258bd"
}, {
  "id" : "977f8660-2d52-11ef-a508-3d30f11258bd",
  "time" : "2024-06-18T11:10:22.000+0200",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "henrik.karacs@tellusfonder.se"
  }, {
    "email" : "thomas.eriksson@tellusfonder.se"
  }, {
    "email" : "bosse.bp.pettersson@gmail.com"
  }, {
    "email" : "lisa.hallars@swehockey.se"
  }, {
    "email" : "jan.petersson@ap4.se"
  } ]
}, {
  "id" : "065c6a30-2d53-11ef-a508-3d30f11258bd",
  "time" : "2024-06-18T11:13:28.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "192.71.164.9"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Lisa Hållars",
    "country" : "SE",
    "orgName" : "Tellus Fonder AB",
    "personSurname" : "Hållars",
    "orgNr" : "5567029557",
    "personGivenName" : "Lisa",
    "email" : "lisa.hallars@swehockey.se"
  }
}, {
  "signeeInfo" : {
    "personName" : "Lisa Hållars",
    "country" : "SE",
    "orgName" : "Tellus Fonder AB",
    "personSurname" : "Hållars",
    "orgNr" : "5567029557",
    "personGivenName" : "Lisa",
    "email" : "lisa.hallars@swehockey.se"
  },
  "signingMetadata" : {
    "personNr" : "197907080241",
    "personSurname" : "HÅLLARS",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNiZXLDpHR0ZWxzZSBUZWxsdXMgTWlkYXMiIApJRDogZWNkMTg2NTAtMmQ1MS0xMWVmLWI2ODgtMTExZjU5MGFiZDA0CkRhdHVtOiAyMDI0LTA2LTE4Cgo=",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "20b9aeb0-2d53-11ef-a508-3d30f11258bd",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6Cgoiw4Vyc2JlcsOkdHRlbHNlIDIwMjMgVGVsbHVzIE1pZGFzIHBlciAyNDA2MTcucGRmIgphMmUwIDZmNTAgYmMyZSBiNWU5IDIyNGUgYTRjMyBkZWFhIGY5ZjQgMmQyNCA3ODdkIGVkMjIgZTdjOCA0ZjJlIDljMzEgMTQ2ZCAxYzU1Ci0tLS0tLS0tLS0=",
    "personGivenName" : "LISA",
    "startDate" : "2024-06-18T09:14:12.902+0000",
    "transactionId" : "e2a1a8ccf632b8a57ef6c1edab950a21"
  },
  "time" : "2024-06-18T11:14:26.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "192.71.164.9"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "2919b1e0-2d53-11ef-b0f1-4d5339859aca"
}, {
  "id" : "29eda3b0-2d53-11ef-b0f1-4d5339859aca",
  "time" : "2024-06-18T11:14:28.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "henrik.karacs@tellusfonder.se"
  }, {
    "email" : "thomas.eriksson@tellusfonder.se"
  }, {
    "email" : "bosse.bp.pettersson@gmail.com"
  }, {
    "email" : "jan.petersson@ap4.se"
  } ]
}, {
  "id" : "3ec491e0-2d53-11ef-b688-111f590abd04",
  "time" : "2024-06-18T11:15:03.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "188.95.36.168"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Bo Pettersson",
    "country" : "SE",
    "orgName" : "Tellus Fonder AB",
    "personSurname" : "Pettersson",
    "orgNr" : "5567029557",
    "personGivenName" : "Bo",
    "email" : "bosse.bp.pettersson@gmail.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Bo Pettersson",
    "country" : "SE",
    "orgName" : "Tellus Fonder AB",
    "personSurname" : "Pettersson",
    "orgNr" : "5567029557",
    "personGivenName" : "Bo",
    "email" : "bosse.bp.pettersson@gmail.com"
  },
  "signingMetadata" : {
    "personNr" : "195807113336",
    "personSurname" : "PETTERSSON",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNiZXLDpHR0ZWxzZSBUZWxsdXMgTWlkYXMiIApJRDogZWNkMTg2NTAtMmQ1MS0xMWVmLWI2ODgtMTExZjU5MGFiZDA0CkRhdHVtOiAyMDI0LTA2LTE4Cgo=",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "45fae220-2d53-11ef-b688-111f590abd04",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6Cgoiw4Vyc2JlcsOkdHRlbHNlIDIwMjMgVGVsbHVzIE1pZGFzIHBlciAyNDA2MTcucGRmIgphMmUwIDZmNTAgYmMyZSBiNWU5IDIyNGUgYTRjMyBkZWFhIGY5ZjQgMmQyNCA3ODdkIGVkMjIgZTdjOCA0ZjJlIDljMzEgMTQ2ZCAxYzU1Ci0tLS0tLS0tLS0=",
    "personGivenName" : "BO",
    "startDate" : "2024-06-18T09:15:15.530+0000",
    "transactionId" : "533a5564602bcf908724ca91687829b4"
  },
  "time" : "2024-06-18T11:15:43.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "188.95.36.168"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "569c15e0-2d53-11ef-8dc8-919a1de602d3"
}, {
  "id" : "56ec7fd0-2d53-11ef-8dc8-919a1de602d3",
  "time" : "2024-06-18T11:15:43.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "henrik.karacs@tellusfonder.se"
  }, {
    "email" : "thomas.eriksson@tellusfonder.se"
  }, {
    "email" : "lisa.hallars@swehockey.se"
  }, {
    "email" : "jan.petersson@ap4.se"
  } ]
}, {
  "id" : "8f5e0da0-2d64-11ef-81a7-e3577ad58a83",
  "time" : "2024-06-18T13:18:59.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "158.174.23.167"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Thomas Eriksson",
    "country" : "SE",
    "orgName" : "Tellus Fonder AB",
    "personSurname" : "Eriksson",
    "orgNr" : "5567029557",
    "personGivenName" : "Thomas",
    "email" : "thomas.eriksson@tellusfonder.se"
  }
}, {
  "signeeInfo" : {
    "personName" : "Thomas Eriksson",
    "country" : "SE",
    "orgName" : "Tellus Fonder AB",
    "personSurname" : "Eriksson",
    "orgNr" : "5567029557",
    "personGivenName" : "Thomas",
    "email" : "thomas.eriksson@tellusfonder.se"
  },
  "signingMetadata" : {
    "personNr" : "196305024637",
    "personSurname" : "ERIKSSON",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNiZXLDpHR0ZWxzZSBUZWxsdXMgTWlkYXMiIApJRDogZWNkMTg2NTAtMmQ1MS0xMWVmLWI2ODgtMTExZjU5MGFiZDA0CkRhdHVtOiAyMDI0LTA2LTE4Cgo=",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "935167e0-2d64-11ef-b688-111f590abd04",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6Cgoiw4Vyc2JlcsOkdHRlbHNlIDIwMjMgVGVsbHVzIE1pZGFzIHBlciAyNDA2MTcucGRmIgphMmUwIDZmNTAgYmMyZSBiNWU5IDIyNGUgYTRjMyBkZWFhIGY5ZjQgMmQyNCA3ODdkIGVkMjIgZTdjOCA0ZjJlIDljMzEgMTQ2ZCAxYzU1Ci0tLS0tLS0tLS0=",
    "personGivenName" : "THOMAS",
    "startDate" : "2024-06-18T11:19:06.593+0000",
    "transactionId" : "a2811c88e2e325c06adfd33d9b50718e"
  },
  "time" : "2024-06-18T13:19:28.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "158.174.23.167"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "a06c3400-2d64-11ef-a508-3d30f11258bd"
}, {
  "id" : "a0f190a0-2d64-11ef-a508-3d30f11258bd",
  "time" : "2024-06-18T13:19:29.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "henrik.karacs@tellusfonder.se"
  }, {
    "email" : "bosse.bp.pettersson@gmail.com"
  }, {
    "email" : "lisa.hallars@swehockey.se"
  }, {
    "email" : "jan.petersson@ap4.se"
  } ]
}, {
  "id" : "15b17570-2d80-11ef-b688-111f590abd04",
  "time" : "2024-06-18T16:36:01.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "91.240.252.32"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Jan Petersson",
    "country" : "SE",
    "orgName" : "Tellus Fonder AB",
    "personSurname" : "Petersson",
    "orgNr" : "5567029557",
    "personGivenName" : "Jan",
    "email" : "jan.petersson@ap4.se"
  }
}, {
  "signeeInfo" : {
    "personName" : "Jan Petersson",
    "country" : "SE",
    "orgName" : "Tellus Fonder AB",
    "personSurname" : "Petersson",
    "orgNr" : "5567029557",
    "personGivenName" : "Jan",
    "email" : "jan.petersson@ap4.se"
  },
  "signingMetadata" : {
    "personNr" : "196401082711",
    "personSurname" : "PETERSSON",
    "tbs" : "SSBzaWduOiAiw4Vyc2JlcsOkdHRlbHNlIFRlbGx1cyBNaWRhcyIgCklEOiBlY2QxODY1MC0yZDUxLTExZWYtYjY4OC0xMTFmNTkwYWJkMDQKRGF0ZTogMTgvMDYvMjAyNAoK",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "3eeb5a50-2d80-11ef-8dc8-919a1de602d3",
    "tbsHidden" : "LS0tLS0tLS0tLQpDb250ZW50OgoKIsOFcnNiZXLDpHR0ZWxzZSAyMDIzIFRlbGx1cyBNaWRhcyBwZXIgMjQwNjE3LnBkZiIKYTJlMCA2ZjUwIGJjMmUgYjVlOSAyMjRlIGE0YzMgZGVhYSBmOWY0IDJkMjQgNzg3ZCBlZDIyIGU3YzggNGYyZSA5YzMxIDE0NmQgMWM1NQotLS0tLS0tLS0t",
    "personGivenName" : "JAN OLOF",
    "startDate" : "2024-06-18T14:37:10.868+0000",
    "transactionId" : "16f3aa33238a8f9f0557ca7b26b89d13"
  },
  "time" : "2024-06-18T16:37:31.000+0200",
  "type" : "sign_final_part",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "91.240.252.32"
  },
  "eventId" : 31,
  "eventClass" : "agreement_signed",
  "id" : "4b8fbdf0-2d80-11ef-8dc8-919a1de602d3"
} ]
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Purpose
This document gives an introduction to the collection of reference documentation added to each



agreement signed using Egreement’s service. In case of agreement disputes, this documents and its



referrals should be used as a handbook on how to verify agreements.



Overview
Agreement and workflow basics are introduced in this document in order to be able to understand the



reference documentation.



Glossary



Term Description



Agreement File Attachment to the agreement, for example an
uploaded PDF, image, or free text, entered by
agreement creator.



Agreement Creator User who creates the initial agreement and add
contracting parties.



API Application Programming interface



Audit Log The log of events associated with each agreement.



CMS Cryptographic Message Syntax



Container The file which holds the agreement including all
metadata such as audit log, documentation,
verification, Etc.



Contracting Party User who is to sign an agreement.



Egreement The company providing the agreement signing
service. Egreement AB,
https://www.egreement.com



EID Electronic identity such as a certificate or online
identity of some kind.



Hash A cryptographic hash, see Signing



JSON JavaScript Object Notation



NTP Network Time Protocol



OCSP Online Certificate Status Protocol



PKCS Public Key Cryptography Standards
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Term Description



PKI Public Key Infrastructure



PDF Portable Document Format from Adobe Systems



Signee When a contracting party has signed an
agreement, the party becomes a signee.



TBS To Be Signed. A textual representation of an
agreement.



Verification Page(s) appended to the end of the visible part of
the agreement, summarizing agreement
information, including a timeline.



XML Extensible Markup Language



Agreement Basics
An agreement has a number of artifacts that together form an agreement:



Figure 1. Agreement content



• Agreement name chosen by Agreement Creator.



• Agreement ID automatically generated by Egreement’s system.



• Files of different formats, such as text or images, that form the contractual part of the agreement.



• Audit log, created by the Egreement system, keeping records of all major events that have taken
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place in the process of concluding the agreement.



• Reference documentation on how Egreement manages agreement creation, signing and conclusion.



This very document is the introduction and first part of the reference documentation.



Version Properties
The following properties apply for the current version of the agreement implementation:



• Agreement File hash algorithm: SHA-256



• Agreement File hash encoding: Hex string



• Reference documents:



◦ Overview



◦ Container Format



◦ Signing



◦ Validation



Workflow
The Egreement workflow contains a number of stages.



1. Create agreement - Start



2. Add agreement files - Upload attachments



3. Add contracting parties - Add people who are to sign the agreement



4. Signature creation - All contracting parties sign the agreement



5. Download - Agreement can be downloaded (optional)



Agreement Creation



When an agreement is to be created, the user chooses a name for the agreement and an ID is



automatically generated.



Agreement Files



An agreement file is a part of the agreement. The file can be of any format. If the file format can be



presented by the Egreement software, a visual representation will be shown to the contracting parties.
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Contracting Parties



After the agreement has been set up, all contracting parties who should sign the agreement are added.



Signature Creation



The user should always sign the complete agreement including all attached files. Metadata which will



serve as proof of user consent to the agreement will be automatically added by the system, making the



agreement tamper-proof and self-contained. Each signee can choose from a set of signature methods.



The actual signature creation is handled differently depending on signing method.



In the signature workflow, a number of signees can individually sign the same agreement. The



aggregated signature result will be added to the agreement as proof of the agreement’s validity. Signing



is described in detail in Signing.



After the last signee has signed, the agreement will be concluded and therefore the process and



agreement files will be closed.



Download



It is possible to download an agreement from the system to store it offline. The downloaded agreement



is tamper-proof, as all parts of the agreement, including main file, attachments and all other artifacts,



are tied to every individual signee. Since this downloaded agreement is more than just a document, it



is referred to as a Container.



Egreement currently supports PDF as container-format which is described more in detail in Container



Format.



Logging



All actions associated with the agreement are stored in the audit log.



Dispute
In case of dispute about a signed agreement where the different signees disagree, the Validation



document describes the process how to verify the agreement’s validty.



Reference Documentation



Document name Description



Overview Gives an overview of the Egreement agreement
function and links to the other documents.
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Document name Description



Container Format Describes the details of how agreement
information is stored within the container PDF.



Signing Describes how Egreement handles the signature
process.



Validation Describes how to validate a container. Makes
references to other documents for validation
details.



BankidValidation Signature Profile for BankID, v2.3



Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8



Nets eID Broker Technical reference for service providers, v1.2.3



Swisscom AIS All-in Signing Service Reference Guide, v2.15



Swisscom SRS Integration Guide Smart Registration Service, v1.8



Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Purpose
This document is targeted for contracting parties and arbitrators that create, sign and/or evaluate



agreements concluded through the Egreement application. The document describes the content,



structure and semantics of the agreement container, required to understand in order to evaluate



agreements or settle possible disputes.



Overview
An agreement in the Egreement sense is not just a single document. Instead, an agreement is a



collection of different information artifacts concerning an agreement made between one or more



contracting parties. Artifacts can be the text on which agreement parties are to agree, individual



parties’ acceptance statements, or records of the events associated with the conclusion of the



agreement. In order to store this information in a secure and self-contained manner, a Container is



needed. The container is simply a file storing all the information needed in a structured and well-



defined way.



Generic Container Structure
The container includes the following artifact types:



• Agreement File - One or more documents, or other types of files (such as images), either uploaded



by the agreement creator or provided by the Egreement application, that togehter constitute the



agreement.



• Audit Log - A log, created by the Egreement system, with recordings of all major events that have



taken place in the process of concluding the agreement.



• Reference Documentation - Documentation how Egreement manages agreement creation, signing



and closing.



• Verification - An agreement summary, including a listing of included agreement files, signees and



an extract of the audit log.



PDF Container



The container format used by Egreement is PDF. All of the listed artifact types are stored as so called



attachments in the PDF container. The reason for adding agreement artifacts as attachments is that



this makes it possible to provide traceability throughout the complete signing process. In order for a



reader to easily be able to view the contents of the agreement, a selection of the attachments is



"mirrored" to the main (visible) part of the PDF.
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Figure 1. Container Overview




Not all PDF viewers are able to list and/or present PDF attachments. Therefore, it is



recommended to use the official Adobe Acrobat Reader to view Egreement PDF



containers.



Each attachment is given a numeric prefix to its name in order to sort the files correctly in the list. Also



note that the description field holds the artifact type of the attachment.



Figure 2. PDF Attachments
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How to Validate



The container is a valid PDF agreement if it holds the artifacts defined above.



Container Content



Agreement File



Artifact type: Agreement file



Agreement files are the parts of the agreement which the agreement creator uploads or selects to be



included. These could be documents, forms, images or virtually any type of file. Furthermore,



agreement files can be divided into two categories, agreement files possible to visualize and non-



possible to visualize.



Agreement Files Possible to Visualize



Files possible to visualize, are added as attachments to the container just as all other artifact types, but



they are also mirrored to the visible part of the agreement PDF. This allows the user to quickly view



the content of the main parts of the agreement. Files that typically are possible to visualize, are PDFs,



image-type files and text files.



Agreement Files Non-Possible to Visualize



Agreement files non-possible to visualize, are not mirrored to the visual part of the agreement PDF,



though it is represented with name, size and hash of the file. These file types are typically technically



hard or impossible to create a visual representation of, e.g. a sound file or a video file.



How to Validate



To understand what has been agreed and to establish if there is a dispute or if the disagreement



between the contracting parties is actually covered by the agreement, please read and understand the



actual content of the agreement.



Audit Log



Artifact type: Audit log



The audit log attachment is a well-defined, JSON formatted, document presenting all the important



events that have occurred from when the agreement was created until the agreement was closed.



Refer to the "Workflow" chapter in Overview for more details.



The following audit log entry types are defined:
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• Agreement Created



• Agreement Viewed



• Agreement Signed



• Agreement Rejected



• Agreement ExpireOn Changed



• Message Sent



The different log entry types are described in detail below.



Common Structures



All log entry types share common information that is included in every log entry logged.



Table 1. Common Attributes



Parameter name Parameter value example(s) Description



time 2016-03-21T10:03:28.010+0000 Time when the entry was logged
as yyyy-MM-dd’T’HH:mm:ss.SSSZ.



id 540431, 1e8f69a4-07c1-11e8-
ba89-0ed5f89f718b



An ID of this particular event
(can either be a numeric long
value or Time based UUID).



eventClass agreement_created Name of the type, as listed
below.



eventId 10 Each type includes a set of IDs.
See respective log entry type
description for details.



userInfo See UserInfo Information about a user.



UserInfo



The UserInfo structure holds information about the user triggering an event, users being contracting



parties of an agreement as well as other users. Note that only a subset of the parameters is included,



depending on the situation where the UserInfo structure is used.



Table 2. UserInfo



Parameter name Parameter value example(s) Description



ipAddress 212.94.55.131 The IP address of the user.



email john@example.org The user’s email address.



mobile +4670123456789 The user’s mobile phone
number.
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Parameter name Parameter value example(s) Description



personNr 19550505-1234 (Sweden),
220750-999Y (Finland)



The user’s personal identity
number.



personName John Smith The first and last name of the
user.



personGivenName John The first name of the user.



personSurname Smith The last name of the user.



orgNr 551234-1234 The organization number of the
organization on behalf of which
the user is operating.



orgName Acme AB The organization name of the
organization on behalf of which
the user is operating.



AgreementFileInfo



The AgreementFileInfo structure holds information about an agreement file, e.g. a PDF uploaded by the



user. See Agreement File.



Table 3. AgreementFileInfo



Parameter name Parameter value example(s) Description



fileId 6572354654, 75928ba0-2369-
11e8-b467-0ed5f89f718b



The system generated ID of the
agreement file (can either be a
numeric long value or Time
based UUID).



fileName MyEmployeeAgreement.pdf The user defined name of the
agreement file.



fileMimetype application/pdf The agreement file mime type.



fileSize 42253 The size, in bytes, of the
agreement file.



fileHash 3d7c514b…66b786a4 The hash of the agreement file,
encoded as a hex string.



How to Validate



See Validation how to validate the entire audit log.



Agreement Created



This event is logged when the agreement is created. This is always the first log entry for each
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agreement, i.e. no events can take place before this event has occurred.



• EventClass: agreement_created



• EventId:



◦ 10: When a private user creates an agreement using the web application.



◦ 11: When a company user creates an agreement using the web application.



◦ 12: Agreement created using the API.



Table 4. Agreement Created Specific Information



Parameter name Parameter value example(s) Description



agreementName MyEmployeeAgreement User specified name of the
agreement.



agreementId 12345678901234, 75928ba0-2369-
11e8-b467-0ed5f89f718b



System generated ID of the
agreement (can either be a
numeric long value or Time
based UUID).



agreementVersion 1.18 Version of the agreement
container format.



agreementLocale sv_SE Locale of the agreement
container.



signees List of UserInfo A listing of the signees defined
as parties in the agreement.



agreementFiles List of AgreementFileInfo A listing of the agreement files
included in the agreement.



How to Validate



Validating this audit entry requires a number of steps all documented below.



EventTypeId Validation



Check that the UserInfo field is populated correctly according to EventType. See UserInfo for details.



Table 5. EventType effect on UserInfo



Type How to validate UserInfo



10 orgNr and orgName must not be set



11 personNr, orgNr and orgName must be set



12 orgNr and orgName must be set



6





https://en.wikipedia.org/wiki/Universally_unique_identifier


https://en.wikipedia.org/wiki/Universally_unique_identifier








Agreement Metadata



All metadata parameters must be validated according to table below.



Table 6. Agreement Created Metadata Verification



Parameter name How to validate



agreementName Must be present



agreementId Must be present



agreementVersion Must be less than or equal to 1.16



agreementLocale If present, Must be a valid locale and container
verification page must be in this language



signees See Signees Validation



agreementFiles See Agreement File Validation



Agreement File Validation



Validate that all Agreement File are the correct ones, that they are included, and that there are no



additional files than the ones listed in the audit log.



Audit Log



Check all agreement files in this audit entry and verify that they all exist in the container. Do this by



identifying the attachment by the ID and name stated in the audit entry.



Attachments



Check all agreement files in the PDF container by searching after the Artifact type: Agreement file and



make sure that they are all listed in the create agreement audit entry.



Check Hashsums



For each agreement file, compute the hash and check that the hash in the audit entry is correct.



Signees Validation



Make sure that each signee has an Agreement Signed audit entry. Also check that the number of signees



is equal to the number of Agreement Signed entries.



Agreement Viewed



This event is logged every time an agreement is viewed or downloaded.



• EventClass: agreement_viewed



• EventId:



◦ 20: When a user views an agreement using the web application.
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◦ 21: When a user views an agreement using a mail link.



◦ 22: When a user views an agreement by downloading it using the web application.



◦ 23: When a user views an agreement using a mail link that is protected using two-factor



authentication.



Agreement Viewed Specific Information



None



How to Validate



Check that time of entry is after Agreement Created.



Agreement Signed



This event is logged every time a user signs an agreement.



• EventClass: agreement_signed



• EventId:



◦ 30: When a user signs the agreement, not being the last signee.



◦ 31: When a user signs the agreement as the last signee.



◦ 32: When a user tries to sign the agreement but signing fails.



Table 7. Agreement Signed Specific Information



Parameter name Parameter value example Description



signeeInfo See UserInfo Information about the signee.



signMetadata See SignMetadata Signing metadata produced in
the signing process.



Table 8. SignMetadata



Parameter name Parameter value example Description



signatureMethod bankid The ID of the signing method
used.



signature PD94bWwgdm…duYXR1cmU+ The signature, base64 encoded.
The underlying format depends
on the signature method used.



ocspResponse MIIEXgoBAK…jks3yrAUvE The OCSP response message,
base64 encoded. This parameter
is only included for some signing
methods.
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Parameter name Parameter value example Description



message MzJhMDYxN2FhYjRjOWZlNzI1Zj
FiNWJjNDQxMj…



The text shown to the signee
before approving the signature
request. Text is NOT signed, just
kept for audit purposes.



tbs SSBzaWduOiAiQ29udHJhY3QiIA
pJRDogNjdkN2…



The text being signed by the
signee using the signing method
encoded as base64. This
parameter is only included for
some signing methods and may
vary between signing methods
and localizations.



tbsHidden LS0tLS0tLS0tLQpDb250ZW50Og
oKImJsdWUucG…



Hidden additional text also
being signed, base64 encoded.
This parameter is only included
for some signing methods.



How to Validate



Check that time of entry is after Agreement Created.



EventType Validation



Table 9. EventType effect on validation



Type How to act



30 Verify as described below.



31 Verify as describe below, and once done, check
that there are no more Agreement Signed entries
in the audit log.



TBS Validation



In case of an advanced or qualified signature methods, the TBS (including the hidden TBS where



applicable) will be stored as a part of SignMetadata.



For simple electronic signature methods, TBS validation is not applicable.



Signature Validation



Fetch the signature method pointed out by SigningMethod and verify the signature according to the



corresponding chapter in Signing



Signee Validation



The output from the Signature Validation should be validated according to table below.
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Output type How to validate



Signature time If a signature time has been registered, check that
this signature time corresponds to the time of the
Agreement Signed.



User attributes Check that the user attributes returned from the
signature method matches the attributes of the
SigneeInfo.



TBS or hash of TBS If TBS validation applies, check that TBS and/or
tbsHidden matches the SignMetadata.



Hash algorithm If TBS validation applies, and the TBS is returned
hashed, return name of hash algorithm.



Agreement Rejected



This event is logged when the agreement is rejected. If this event occurs, the agreement is invalid.



• EventClass: agreement_rejected



• EventId:



◦ 40: Agreement rejected by user.



◦ 41: Agreement auto-rejected due to validity timeout.



◦ 42: Agreement withdrawn by agreement creator.



Agreement Rejected Specific Information



None



How to Validate



If one of these audit entries are found, the agreement is not a valid agreement.



Agreement ExpireOn Changed



This event is logged when the agreement expiry date is changed.



• EventClass: agreement_expire_on_changed



• EventId:



◦ 80: Agreement expiry date changed by user.



Table 10. Agreement ExpireOn Changed Specific Information
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Parameter name Parameter value example Description



agreementPreviousExpireOn 2016-03-21T10:03:28.010+0000 Time when agreement was
scheduled to expire as yyyy-MM-
dd’T’HH:mm:ss.SSSZ.



agreementExpireOn 2016-03-31T10:03:28.010+0000 Time when agreement is
scheduled to expire as yyyy-MM-
dd’T’HH:mm:ss.SSSZ.



How to Validate



Check that time of entry is after Agreement Created.



Message Sent



A message is logged each time the system sends a mail to parties involved in the agreement.



• EventClass: message_sent



• EventId:



◦ 50: Message sent due to event IDs: 10-12



◦ 51: Message sent due to event ID: 30.



◦ 52: Message sent due to event ID: 31.



◦ 53: Message sent due to event ID: 40.



◦ 54: Message sent due to event ID: 41.



◦ 55: Message sent when agreement is shared.



◦ 56: Message sent when agreement sharing is cancelled.



◦ 57: Message sent when agreement validity is about to expire.



◦ 58: Message sent as a reminder of agreement creation.



◦ 60: Message sent due to event ID: 20-23.



Table 11. Message Sent Specific Information



Parameter name Parameter value example Description



sentTo List of UserInfo A listing of the users to whom
the message is sent.



How to Validate



Check that time of entry is after Agreement Created.
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Format



The audit log is included in the container as a JSON-formatted file.



Audit log example



[ {
  "agreementId" : "160400034502",
  "agreementName" : "Package patent",
  "agreementVersion" : "1.16",
  "agreementLocale": "sv_SE",
  "agreementFiles" : [ {
    "fileSize" : "722085",
    "fileId" : "4081",
    "fileHash" : "01e70b3f3d48df504f19a912e171df2f2533a2a8bf73d052c004e27bf64671a0",
    "fileMimetype" : "application/pdf",
    "fileName" : "patent.pdf"
  }, {
    "fileSize" : "180269",
    "fileId" : "4082",
    "fileHash" : "96e0a461e285986ae6e3a2b581568c89d1dae77ae580fea1859faab2e594ec46",
    "fileMimetype" : "image/png",
    "fileName" : "fig1.png"
  } ],
  "signees" : [ {
    "personNr" : "191111112222",
    "personName" : "Alice A"
  }, {
    "personNr" : "193333334444",
    "personName" : "Bob B"
  } ],
  "id" : 778333,
  "time" : "2016-04-26T16:39:30.000+0000",
  "user" : {
    "personNr" : "193333334444",
    "personName" : "Bob B",
    "ipAddress" : "1.2.3.4"
  },
  "eventClass" : "agreement_created",
  "eventId" : 10
}, {
  "id" : 778334,
  "time" : "2016-04-26T16:39:31.000+0000",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personNr" : "193333334444",
    "personName" : "Bob B",
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    "ipAddress" : "1.2.3.4"
  },
  "sentTo" : [ {
    "email" : "alice.a@eavtal.se",
    "personName" : "Alice A"
  }, {
    "personName" : "Alice A",
    "mobile" : "+4670123456789"
  } ]
}, {
  "signingMethod" : "bankid",
  "signeeInfo" : {
    "personSurname" : "B",
    "personNr" : "193333334444",
    "personGivenName" : "Bob",
    "personName" : "Bob B"
  },
  "signingMetadata" : {
    "ocspResponse" : "MII...z5Q==",
    "startDate" : "2016-04-26T16:39:32.000+0000",
    "signatureMethod" : "bankid",
    "signature" : "PD9...cmU+"
  },
  "id" : 778335,
  "time" : "2016-04-26T16:39:43.000+0000",
  "user" : {
    "personNr" : "193333334444",
    "personName" : "Bob B",
    "ipAddress" : "1.2.3.4"
  },
  "eventClass" : "agreement_signed",
  "eventId" : 30
} ]



Reference Documentation



Artifact type: Reference documentation



Included in the container is also the reference documentation which documents the container format,



overview and details about signing and validation, Etc.



Table 12. Reference Documentation



Document name Description



Overview Gives an overview of the Egreement agreement
function and links to the other documents.
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Document name Description



Container Format Describes the details of how agreement
information is stored within the container PDF.



Signing Describes how Egreement handles the signature
process.



Validation Describes how to validate a container. Makes
references to other documents for validation
details.



BankidValidation Signature Profile for BankID, v2.3



Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8



Nets eID Broker Technical reference for service providers, v1.2.3



Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630



Verification



Artifact type: Verification



The verification page is included as an attachment in the container, and is also mirrored to the visible



part of the container PDF. The purpose of the verification is to provide the reader with a summary of



the content of the agreement, in combination with important events that have occurred during the



agreement creation and signing process. An overview of the contents of the verification is given below.



Basic Information



Includes the most basic, and always present, information of the agreement. See Agreement Created for



more details.



• Agreement ID



• Agreement name



• Agreement version



• Creation date



Agreement Files



Lists the different files that the agreement includes. This is primarily the documents uploaded by the



user, which include agreement text and other data. See AgreementFileInfo for more details.



Each agreement file is listed with the following properties:



• Agreement file ID
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• Agreement file name



• Agreement file mime type



• Agreement file size



• Agreement file hash



Signees



Lists the signees that have signed the document. See UserInfo for more details. Each signee is listed



with the following properties:



• Signee person number ID



• Signee name



• Signee sign date



Audit Log Extract



The verification ends with a summarizing extract from the audit log. It includes the most important



events and information from the audit log, whereas audit information that is of secondary importance



is filtered out.



Change Log



Agreement Version : 1.1



• Date of Change : 2017-02-28



• Logs



◦ Representation of agreement parts which are not possible to visualize are to include last



modified date along with the existing information (Name, Size, Hash).



◦ Layout is also changed to display the additional information vertically.



◦ Agreement File section of Verification page to include last modified date & time.



◦ ToBeSigned (TBS) text is separated into two types(visible & hidden).



Agreement Version : 1.2



• Date of Change : 2017-03-15



• Logs



◦ File Title is included in non visible agreement parts.



◦ Removed file Hash information from Attest Page and included file title
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Agreement Version : 1.3



• Date of Change : 2017-06-21



• Logs



◦ New Signature Methods EMail signature & Email signature with OneTimePassword introduced



Agreement Version : 1.4



• Date of Change : 2018-02-01



• Logs



◦ Audit Events are allowed to have id as Long (number) or UUID



◦ New Signature Method Click signature introduced



Agreement Version : 1.5



• Date of Change : 2018-05-31



• Logs



◦ Norwegian BankID is introduced



Agreement Version : 1.6



• Date of Change : 2018-07-31



• Logs



◦ More information about signature added on attest page



Agreement Version : 1.7



• Date of Change : 2019-01-16



• Logs



◦ Draw signature image added on attest page



Agreement Version : 1.8



• Date of Change : 2019-02-01



• Logs



◦ Message Sent for viewed event added in auditlog.json
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Agreement Version : 1.9



• Date of Change : 2019-04-04



• Logs



◦ Agreement locale added for agreement created event in auditlog.json



Agreement Version : 1.10



• Date of Change : 2019-05-16



• Logs



◦ Enable rendering of txt files on visual part of the PDF.



Agreement Version : 1.11



• Date of Change : 2019-05-14



• Logs



◦ Agreement expire on changed event added in auditlog.json



Agreement Version : 1.12



• Date of Change : 2020-04-20



• Logs



◦ Localized signing method display text on attest page & in auditlog.json



Agreement Version : 1.13



• Date of Change : 2020-10-22



• Logs



◦ Finnish EID is introduced



Agreement Version : 1.14



• Date of Change : 2021-08-03



• Logs



◦ TBS explanation is extended
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Agreement Version : 1.15



• Date of Change : 2021-11-07



• Logs



◦ Norwegian BankID signing documentation is updated



◦ Norwegian BankID signing by the means of authentication is introduced



Agreement Version : 1.16



• Date of Change : 2022-04-30



• Logs



◦ Danish signing using MitID is introduced



Agreement Version : 1.17



• Date of Change : 2022-07-15



• Logs



◦ Watermark logo removed



◦ Verification page logo changed



Agreement Version : 1.18



• Date of Change : 2023-10-02



• Logs



◦ Qualified electronic signing using Swisscom Mobile ID is introduced



Agreement Version : 1.19



• Date of Change : 2024-04-17



• Logs



◦ Watermark logo added



◦ Verification page logo changed



Reference Documentation
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Document name Description



Overview Gives an overview of the Egreement agreement
function and links to the other documents.



Container Format Describes the details of how agreement
information is stored within the container PDF.



Signing Describes how Egreement handles the signature
process.



Validation Describes how to validate a container. Makes
references to other documents for validation
details.



BankidValidation Signature Profile for BankID, v2.3



Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8



Nets eID Broker Technical reference for service providers, v1.2.3



Swisscom AIS All-in Signing Service Reference Guide, v2.15



Swisscom SRS Integration Guide Smart Registration Service, v1.8



Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630



19





https://www.ietf.org/rfc/rfc2630





			ContainerFormat


			Table of Contents


			Purpose


			Overview


			Generic Container Structure


			PDF Container


			How to Validate





			Container Content


			Agreement File


			Agreement Files Possible to Visualize


			Agreement Files Non-Possible to Visualize


			How to Validate





			Audit Log


			Common Structures


			UserInfo


			AgreementFileInfo





			How to Validate


			Agreement Created


			How to Validate





			Agreement Viewed


			How to Validate





			Agreement Signed


			How to Validate





			Agreement Rejected


			How to Validate





			Agreement ExpireOn Changed


			How to Validate





			Message Sent


			How to Validate





			Format





			Reference Documentation


			Verification


			Basic Information


			Agreement Files


			Signees


			Audit Log Extract








			Change Log


			Agreement Version : 1.1


			Agreement Version : 1.2


			Agreement Version : 1.3


			Agreement Version : 1.4


			Agreement Version : 1.5


			Agreement Version : 1.6


			Agreement Version : 1.7


			Agreement Version : 1.8


			Agreement Version : 1.9


			Agreement Version : 1.10


			Agreement Version : 1.11


			Agreement Version : 1.12


			Agreement Version : 1.13


			Agreement Version : 1.14


			Agreement Version : 1.15


			Agreement Version : 1.16


			Agreement Version : 1.17


			Agreement Version : 1.18


			Agreement Version : 1.19





			Reference Documentation










Signing
Egreement AB



Version 3.0-186-gea5ec45, 2024-04-18











Table of Contents
Purpose . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1



Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1



System . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1



Hardware . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1



Software . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1



Electronic Signatures. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1



Simple Electronic Signature (SES) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  2



Supported methods . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  2



Advanced Electronic Signature (AES) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  2



Supported methods . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  2



Qualified Electronic Signature (QES) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  3



Supported methods . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  3



Cryptography . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  3



Cryptographic Hash Functions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  3



Asymmetric Encryption . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  3



Digital Signatures . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  4



Signing. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  4



Create text representation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  5



Visible TBS. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  5



Example. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  5



Hidden TBS . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  5



Example. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  6



Create Digital Signature . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  6



Signature Methods . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  6



Swedish BankID . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  7



Signature format . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  7



Audit log. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  7



How to validate . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  7



Norwegian BankID - advanced electronic signature. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  7



Signature format . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  8



Audit log. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  8



How to validate . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  8



Norwegian BankID - authentication . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  8



Audit log. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  9



How to validate . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  9



Finnish strong identification. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  9











Identity format . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  9



Audit log . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  10



How to validate . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  10



Danish MitID . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  10



Signature format . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  10



Audit log . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  10



How to validate . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  11



Swisscom Mobile ID . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  11



Signature format . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  11



Audit log . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  11



How to validate . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  12



Draw Signature . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  12



Signature format . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  12



Audit log . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  12



How to validate . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  12



API Signature . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  13



Audit log . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  13



How to validate . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  13



SMS Signature . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  13



Audit log . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  13



How to validate . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  14



Email Signature with OneTimePassword . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  14



Audit log . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  14



How to validate . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  15



Click Signature . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  15



Audit log . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  15



How to validate . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  15



Reference documentation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  15











Purpose
The purpose of this document is to provide deep knowledge of the signature process making it possible



to verify the signatures of agreements signed using the Egreement service.



Overview
This document describes how Egreement handles the signature process, from how to make all



agreement files tamper-proof, to how each Electronic ID (EID) provider implements its signatures.



System
For the agreement signatures to be trustworthy, it is important that a stable and high-quality system



protects the signing process.



All parts providing evidence for the signature, such as hardware, operating system and software, have



to be trusted.



Hardware



Egreement’s signature software runs on a virtualized hardware platform. It is hosted in a data center



with high availability requirements, used by large banks and e-commerce companies.



Software



For a signature to be trusted, it is important that the timestamp can be reliable. Timestamps are used to



show when certain events occur and are an important evidence when validating an agreement.



The platform synchronizes its time over the standardized Network Time Protocol (NTP).



Electronic Signatures
An electronic signature is any electronic means that indicates that a person consents to the contents of



an electronic message. In the EU the eIDAS legislation regulate and defines three levels of such



signatures:



• Simple Electronic Signatures



• Advanced Electronic Signatures



• Qualified Electronic Signatures



These signatures are created using an electronic identity that has a certain security Level of Assurance
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(LOA) also defined by eIDAS. The LOA describes the degree of confidence the identity was issued,



taking into account the enrollment process as well as protection of the authentication needed to use



the identity.



• Low - For example self-registration.



• Substantial - Providing and verifying identity information in a structured way.



• High - For example a requirement to have a physical meeting before issuing an identity.



Simple Electronic Signature (SES)



• Basic electronic signature with low assurance.



• Typically equivalent to a handwritten signature.



• Minimal identity verification required.



Is defined as "data in electronic form which is attached to or logically associated with other data in



electronic form and which is used by the signatory to sign".



Supported methods



• Draw Signature - A handwritten signature drawn on a digital canvas.



• API Signature - A signature created by consuming the web service exposed by Egreement AB.



• MitID low - Danish MitID on LOA level low



• Click Signature - A signature created by personalized link.



Advanced Electronic Signature (AES)



• is uniquely tied to the signatory,



• uniquely linked to and capable of identifying the signatory



• created in a way that allows the signatory to retain control



• linked to the document in a way that any subsequent change of the data is detectable.



Electronic signatures are usually based on PKI, such as the Swedish BankID and Norwegian BankID.



Supported methods



• Swedish BankID



• Norwegian BankID



• Finnish strong identification



• Danish MitID - MitID on LOA level substantial



• SMS Signature - A signature created by responding to an SMS with context specific content.
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• Email Signature with OneTimePassword - A signature created by One Time Password (OTP) based



email service.



Qualified Electronic Signature (QES)



A qualified electronic signature is an advanced electronic signature which is additionally:



• Highest Level of Assurance and trust.



• created by a qualified signature creation device (QSCD)



• Requires a qualified digital certificate from a qualified trust service provider.



• Legal equivalence to a handwritten signature in many jurisdictions.



Supported methods



Electronic signatures based on PKI where the signature is the highest level of electronic signature



under eIDAS, providing the utmost trust, legal equivalence to handwritten signatures.



• Swisscom Mobile ID



Cryptography
Cryptography is a central part of many signature solutions, for example to provide tamper-proof



agreement files.



The following chapters introduce some concepts needed to understand cryptography based signatures.



Cryptographic Hash Functions



A cryptographic hash function is any function that can be used to map data of arbitrary size to data of



fixed size where it is practically impossible to find two pieces of input that produces the same hash



value. It is a one way transformation that produces the same result every time. The result is called a



hash and since it is a one way function, it is not possible to re-create the input behind a hash.



Examples on hash functions are:



• SHA.2



• RIPEMD



• Whirlpool



Asymmetric Encryption



In cryptography, two types of encryptions are most commonly used, symmetric and asymmetric
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encryption. The difference between them is that the symmetric encryption uses one single key for both



encryption and decryption, while asymmetric uses one key for encryption and another for decryption.



The fact that there are two keys can also be used for creating signatures and serves as a base for many



types of EID. The EID solutions usually use the asymmetric encryption in a Public Key Infrastructure



(PKI).



Asymmetric encryption make use of keypairs that if a text is encrypted using one of the keys, the only



key that can decrypt the crypto text is the other key belonging to the pair. One key is private and



should not be shared with anyone, the other is public and is used to verify signatures created with the



private key.



Examples on asymmetric keys are:



• RSA



• DSA



Digital Signatures



When signing using asymmetric keys, the signature result is called a raw signature and is just a binary



blob of a specific size, without any information at all. In order for the signature to be used in a



distributed environment, there is a need to add information on who signed the blob, what was signed



and so on.



The combination of metadata and the raw signature is called a digital signature. Some information is



optional:



• Signature time



• X.509 Signature Certificate



• X.509 CA Certificates (who issued the X.509 Signature Certificate)



• Signature text (TBS)



• Hash algorithms used



• Signature algorithm used



• The raw signature



Examples on digital signature formats are:



• CadES/CMS/PKCS#7



• XAdES



Signing
To sign an agreement a number of actions need to be executed:
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• Create text representation of agreement



• Create digital signature



Create text representation



For advanced electronic signatures, where the agreement contents is logically tied to the created



signature, the text needs to be prepared in order to suit the signing method used. The textual



representation of an agreement is also called To Be Signed, or TBS for short. The TBS is the actual text



that is to be digitally signed. For the whole agreement to be tamper-proof, the agreement metadata



with all agreement files needs to be signed. Digital signature clients have limitations on the size of TBS.



It is not possible to sign the actual agreements, since there is a risk that the agreement files are too



large. Therefore cryptographic hash functions are used to reduce the size of the agreement files and



create a representation of it.



For non-advanced signatures, where the agreement contents is not directly tied to the signature, the



above preparation is normally not needed.



Digital signature clients allow us to send two different types of TBS. They are:



• Visible TBS



• Hidden TBS - Swedish BankID only



Visible TBS



TBS text that is exposed to the signatories by the digital signature clients. General information about



the Agreement is supplied to digital signature clients as a visible TBS. As the TBS will be different



between signing clients and also have different localizations it will be saved together with the digital



signature. In cases where hidden TBS is not supported, the visible TBS will contain information that



otherwise would be in the hidden TBS. Where the TBS has length restrictions due to technical reasons,



the hash may be base64 encoded (trailing = characters being omitted) and the hash may be calculated



as if the ordered agreement files were a single file.



Example



I sign: "Employment ACME Inc"
Egreement ID: 2394857302
Date: 26/04/2016



Hidden TBS



TBS text that is hidden from the signatories by the digital signature clients. Agreement content is



reduced to fewer characters using cryptographic hash functions is supplied to digital signature clients



as a hidden TBS. This is currently only supported for Swedish BankID.
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Example



----------
Content:



"Contract"
1103 b497 984e 433c 38d4 f4ef f775 33ad 0cef 8c07 9995 5b37 7c8e e4df 66f7 de73



"Codes of conduct"
2cf9 688d c483 2085 1f12 6120 9001 58b2 ab2e 62b1 afd5 acc5 ebbb 5134 c7a4 90f2
----------



Create Digital Signature



For advanced electronic signatures, the cryptographic signature is created by applying the private key



from an asymmetric key pair on a dataset that previously has been hashed. In this context, the dataset



is the TBS. Different EID providers handles digital signatures in different ways, Signature Methods



describes all methods supported.



For non-advanced signatures, signature creation will vary depending on the method.



Signature Methods
Currently, the following signing methods are supported:



• Swedish BankID (advanced electronic signature)



• Norwegian BankID (advanced electronic signature and authentication)



• Finnish strong identification



• Danish MitID



• Swisscom Mobile ID (qualified electronic signature)



• Draw Signature



• API Signature



• SMS Signature



• Email Signature with OneTimePassword



• Click Signature



These are described in detail below.
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Swedish BankID



Swedish BankID is the largest EID provider in Sweden run by Finansiell ID-Teknik BID AB which is



owned by a number of large swedish banks.



It is a PKI based solution with support for file based tokens as well as smart cards, supported on a



number of platforms for desktop and mobile.



Signature format



The BankID client produces an XML Digital Signature as specified in BankID Signature profile.



Audit log



Each signature transaction provides information used in user interface and audit logging:



• personNr - In the form of a Swedish personal identity number.



• personSurname - Surname in capital letters.



• personGivenName - Given name in capital letters.



• startDate - Date when signing was started.



• signatureMethod - Will be bankid or bankid-otherunit.



• transactionId - Transaction ID from backend system.



• signature - Signature, base64 encoded.



• tbs - Data being signed, base64 encoded.



• tbsHidden - Hidden data being signed, base64 encoded.



How to validate



Validate the signature according to BankID Signature profile.



Output from validation to provide to Signee Validation in Container Format is:



• User attributes of the first certificate of the XML element KeyInfo with ID bidKeyInfo in the



signature.



• Hashed TBS.



• TBS Hash algorithm.



Norwegian BankID - advanced electronic signature



Norwegian BankID is the largest EID provider in Norway run by BankID Norway AS.



It is a PKI based solution that uses a one time password in combination with a personal password,



7











supported on a number of platforms for desktop and mobile.



Signature format



The BankID client produces a detached PKCS#7/CMS signature as specified in Cryptographic Message



Syntax, where the detached data being signed is the TBS.



Audit log



Each signature provides data for the Agreement Signed specified in Container Format. The data



provided is:



• personNr - Person unique ID, not the Norwegian personal identity number.



• personSurname - Surname.



• personGivenName - Given name.



• personDateOfBirth - Date of birth for the person.



• startDate - Date when signing was started.



• signatureMethod - Will be norbankid-netcentric or norbankid-mobile.



• signatureAction - Will be signature.



• transactionId - Transaction ID from backend system.



• signature - Signature, base64 encoded.



• tbs - Data being signed in the detached PKCS#7 signature, base64 encoded.



How to validate



Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic



Message Syntax.



Output from validation to provide to Signee Validation in Container Format is:



• User Attributes of the signer certificate in the element SignedData certificates in the PKCS #7



signature.



• Hashed TBS



• Hash algorithm



Norwegian BankID - authentication



Authentication based signing is also provided by the means of Norwegian BankID.
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Audit log



Each signature provides data for the Agreement Signed specified in Container Format. The data



provided is:



• personNr - Person unique ID, not the Norwegian personal identity number.



• personSurname - Surname.



• personGivenName - Given name.



• personDateOfBirth - Date of birth for the person.



• startDate - Date when signing was started.



• signatureMethod - Will be norbankid-netcentric or norbankid-mobile.



• signatureAction - Will be authentication.



• transactionId - Transaction ID from backend system.



How to validate



As an authentication alone does not digitally sign the agreement content, the person details such as



given name, surname and date of birth must be compared with the requested signee.



Finnish strong identification



Strong identification broker services are provided by Telia Finland for banks and mobile operators in



the Finnish Trust Network ("FTN").



Identity format



Telia produces a signed JWT which contains information about the person.



Table 1. Signed Attributes



Attribute Name Attribute Value



urn:oid:1.2.246.21 Social security number / personal identity code /
HeTu - henkilötunnus



urn:oid:2.16.840.1.113730.3.1.241 Full name



urn:oid:2.5.4.4 Surname



urn:oid:1.2.246.575.1.14 Given name



More information can be found in Telia Tunnistus.
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Audit log



Each signature transaction provides information used in user interface and audit logging:



• personNr - Finnish personal identity code.



• personSurname - Surname



• personGivenName - Given name



• startDate - Date when signing was started.



• signatureMethod - Will be eid-fi.



• transactionId - Transaction ID from backend system.



• signature - Signed JWT (from Telia).



• publicKey - Public key (JWK) for the signed JWT (from Telia).



How to validate



The signed JWT can be verified using the public key.



Danish MitID



Danish MitID signing is utilizing Transaction Signing from Nets eID Broker.



Signature format



The signature flow for Danish MitID is performed as a text followed by end-user authentication, so



there is no signature produced. Thus a signature format does not exist.



Audit log



Each signature provides data for the Agreement Signed specified in Container Format. The data



provided is:



• personNr - Person unique ID, not the Danish personal identity number.



• personName - Full name.



• personDateOfBirth - Date of birth for the person.



• startDate - Date when signing was started.



• signatureMethod - Will be one of: mitid-low, mitid-substantial or mitid-high.



◦ The method mitid-<LOA> specifies what Level of Assurance (LOA) that was requested when



initiating the signature.



• signatureAction - Will be authentication.



• transactionId - Transaction ID from backend system.
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• tbs - Data that was shown to user before authenticating, base64 encoded.



More information can be found in Danish MitID.



How to validate



Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the



same way as an advanced signature. In case of dispute, contact the EID provider, Nets, to validate the



entries in the audit log.



Swisscom Mobile ID



Swisscom Mobile ID is a qualified electronic signature method provided by Swisscom Trust Services.



It is a PKI based solution that uses a smartphone application to authenticate signees. After successful



authentication a short lived certificate is issued that is used to produce a Qualified Electronic



Signature.



Signature format



Swisscom Trust Services produces a detached CMS signature as specified in Cryptographic Message



Syntax, where the detached data being signed is the tbsHidden and message is the message shown to



the user in the Mobile ID client.



Audit log



Each signature provides data for the Agreement Signed specified in Container Format. The data



provided is:



• mobile - Mobile no used to trigger the signee’s authentication of the signature.



• personName - Full name.



• personSurname - Surname.



• personGivenName - Given name.



• personSerialNumber - Swisscom evidenceId.



• startDate - Date when signing was started.



• signatureMethod - Will be swisscom-qes.



• transactionId - Transaction ID from backend system.



• signature - Signature, base64 encoded.



• message - Message shown in the Mobile ID client when user approves the signature, base64



encoded.



• tbsHidden - Data signed in the detached CMS signature, base64 encoded.
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More information can be found in Swisscom AIS and Swisscom SRS.



How to validate



Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic



Message Syntax.



Output from validation to provide to Signee Validation in Container Format is:



• User Attributes of the signer certificate in the element SignedData certificates in the CMS signature.



• Hashed TBS



• Hash algorithm



Draw Signature



The draw signature signing method is an electronic counterpart to traditional handwritten signatures.



Using draw signature, the end user draws a signature on a web canvas. The signing method is not



classified as an advanced electronic signature in that it does not tie the user to the contents signed and



does not identify this signatory. Yet, the method can be suitable in use cases where advanced electronic



signatures are not required.



Signature format



The signature is represented as an SVG/PNG image.



Audit log



Each signature provides data for the Agreement Signed specified in Container Format. The data



provided is:



• personNr - In the form of a swedish personal number.



• personSurname - Surname



• personGivenName - Givenname



• signatureMethod - Will be draw-signature.



• signature - The SVG or PNG image, base64 encoded.



• signatureContentType - The content type of signature eg. image/svg, image/png.



How to validate



Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the



same way as an advanced signature. Also, as the case of traditional handwritten signatures where



there are no formal requirements placed, ocular comparison does not add to trustworthiness.
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API Signature



The API Signature is an electronic signature which is done by consuming the web service exposed by



Egreement AB. Using API Signature, the end user signs the agreement by making a request to the web



service. Using this method, user can also send the timestamp of actual time when the sign event took



place. This signing method is not classified as an advanced electronic signature in that it does not tie



the user to the contents signed and does not identify this signatory. Yet, this method can be suitable in



use cases where advanced electronic signatures are not required.



Audit log



Each signature provides data for the Agreement Signed specified in Container Format. The data



provided is:



• personNr - In the form of a swedish personal number.



• personSurname - Surname



• personGivenName - Givenname



• signatureMethod - Will be api-signature.



• signedOn - Time at which the agreement was actually signed (stated by user)



How to validate



Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the



same way as an advanced signature.



SMS Signature



SMS Signature is an electronic signature created by responding to an SMS with context specific



content. The content of the SMS is One Time Password (OTP), a 6 digits number sent to the registered



mobile no of the signee. The Signee has to submit the OTP in order to sign the agreement. The OTP



Number is generated by TOTP algorithm by hashing the current time along with the agreement



information. OTP can be regenerated and verified by the same logic provided the given time &



agreement information are same.



Audit log



Each signature provides data for the Agreement Signed specified in Container Format. The data



provided is:



• mobile - Mobile no of the signee.



• timestamp - Date when signing was started.



• agreementName - Name of the agreeement.
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• signatureMethod - Will be sms-signature.



• OTP - One Time Password.



How to validate



One Time Password (OTP) can be verified using the following algorithm from the attributes



(agreementName, mobile, timestamp).



• HASHLG : Use SHA-256 algorithm to generate hash of the given input.



• hash (array): HASHLG( agreementName + mobile + timestamp)



• random (function): hash[ ${param1} ] & ${param2} << ${param3}



• otp : Follow the below steps to generate OTP from the hash.



◦ offset = random(hash.length - 1, 15, 0)



◦ binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |



random(offset + 3, 255, 0)



◦ otp = binary % 1000000



◦ If the output is less than 6 digits, add the remaining digits as '0' in prefix.



• Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.



Email Signature with OneTimePassword



Email signature with OneTimePassword is an electronic signature created by One Time Password(OTP)



based email service. The content of the Email is One Time Password (OTP), a 6 digits number sent to



the registered email address of the signee. The Signee has to submit the OTP in order to sign the



agreement. The OTP Number is generated by TOTP algorithm by hashing the current time along with



the agreement information. OTP can be regenerated and verified by the same logic, provided the given



time & agreement information are same.



Audit log



Each signature provides data for the Agreement Signed specified in Container Format. The data



provided is:



• email - Email address of the signee.



• timestamp - Date when signing was started.



• agreementName - Name of the agreeement.



• signatureMethod - Will be email-signature.



• OTP - One Time Password.
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How to validate



One Time Password (OTP) can be verified using the following algorithm from the attributes



(agreementName, email, timestamp).



• HASHLG : Use SHA-256 algorithm to generate hash of the given input.



• hash (array): HASHLG( agreementName + email + timestamp)



• random (function): hash[ ${param1} ] & ${param2} << ${param3}



• otp : Follow the below steps to generate OTP from the hash.



◦ offset = random(hash.length - 1, 15, 0)



◦ binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |



random(offset + 3, 255, 0)



◦ otp = binary % 1000000



◦ If the output is less than 6 digits, add the remaining digits as '0' in prefix.



• Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.



Click Signature



Click signature is an electronic signature created by using a personalized link. The personalized link



can be shared by email or directly in an integrated application. When the signee visits the link, it will



take him to the agreement review page where he can click the sign button to sign the agreement.



Audit log



Each signature provides data for the Agreement Signed specified in Container Format. The data



provided is:



• email - Email address of the signee.



• timestamp - Date when signing was started.



• signatureMethod - Will be click-signature.



How to validate



Due to the nature of this signature , we can’t validate the authenticity of the signature. Signatories has



to keep the link secret.



Reference documentation
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Document name Description



Overview Gives an overview of the Egreement agreement
function and links to the other documents.



Container Format Describes the details of how agreement
information is stored within the container PDF.



Signing Describes how Egreement handles the signature
process.



Validation Describes how to validate a container. Makes
references to other documents for validation
details.



BankidValidation Signature Profile for BankID, v2.3



Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8



Nets eID Broker Technical reference for service providers, v1.2.3



Swisscom AIS All-in Signing Service Reference Guide, v2.15



Swisscom SRS Integration Guide Smart Registration Service, v1.8



Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Purpose
Agreements might need validation in case of disputes where one or more contracting parties renounce



that he or she intentionally signed the agreement. Since an agreement e-signed using Egreement’s



service is self-contained, tamper-proof and legally binding, validating the agreement can be enough to



settle legal disputes. This document describes all the steps needed to validate the agreement.



Overview
Validating an agreement is quite a complicated process requiring technical skills or software. The



agreement is stored as a PDF container where any proof of the validity of the agreement is contained



inside the actual container. The process spans from controlling the actual agreement content to



validating the Public Key Infrastructure (PKI) signature status.



The parts that should be validated and covered by this and other references documents are:



• Container validation



• Agreement content



• Retracing signature steps



Container Validation
Verify that the container is an agreement PDF container. See the "Container Content" chapter in



Container Format.



Agreement Content
Read and validate all parts of the agreement attached to the container. See "PDF Container" Container



Format how to locate all files of the agreement.



Retracing Signature Steps
The audit log is a list of entries holding all actions associated with the agreement, from creating the



agreement to the last signee signing the agreement. The list is sorted by the time each action was



logged.



Audit Log Validation Process



Validate each audit entry in the log according to the "How to validate" section of each specific audit



entry type chapter. The audit entry types are described in detail in Container Format, where each
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entry type is described in a separate chapter.



If validation of one step fails or if the audit entry does not exist in Container Format, the agreement is



considered invalid.



If validation of an entry fails, it is important to analyze why before the agreement is discarded. It is



important to establish if the agreement is considered invalid because someone has tampered with it, or



if there are errors in the tools or in the documentation?



References



Document name Description



Overview Gives an overview of the Egreement agreement
function and links to the other documents.
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information is stored within the container PDF.
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references to other documents for validation
details.
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Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8
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[ {
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  "agreementName" : "Midas Årsberättelse 2023",
  "agreementVersion" : "1.19",
  "agreementFiles" : [ {
    "fileName" : "Årsberättelse Tellus Midas.pdf",
    "fileMimetype" : "application/pdf",
    "fileSize" : "1304033",
    "fileHash" : "87cc7db2378844caad946e30d671a1c628b2523b7dd24880e736cc0161e6e16a",
    "fileId" : "5d8f7570-3250-11ef-90a0-8f1ae2b4b656"
  } ],
  "signees" : [ {
    "personName" : "Leif Lüsch",
    "orgName" : "Lüsch & Co Revision AB",
    "personSurname" : "Lüsch",
    "personGivenName" : "Leif",
    "email" : "leif@luschrevision.se"
  } ],
  "time" : "2024-06-24T19:40:16.000+0200",
  "type" : "company_web",
  "user" : {
    "personName" : "Henrik Karacs",
    "orgName" : "Tellus Fonder AB",
    "ipAddress" : "94.88.212.46",
    "orgNr" : "5567029557",
    "email" : "henrik.karacs@tellusfonder.se"
  },
  "eventId" : 11,
  "eventClass" : "agreement_created",
  "id" : "d197e560-3250-11ef-b688-111f590abd04"
}, {
  "id" : "d7c921b0-3250-11ef-b688-111f590abd04",
  "time" : "2024-06-24T19:40:27.000+0200",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "henrik.karacs@tellusfonder.se"
  }, {
    "email" : "leif@luschrevision.se"
  } ]
}, {
  "id" : "c8970550-32b3-11ef-a508-3d30f11258bd",
  "time" : "2024-06-25T07:28:41.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "217.210.180.96"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Leif Lüsch",
    "orgName" : "Lüsch & Co Revision AB",
    "personSurname" : "Lüsch",
    "personGivenName" : "Leif",
    "email" : "leif@luschrevision.se"
  }
}, {
  "id" : "7bb58350-32b4-11ef-81a7-e3577ad58a83",
  "time" : "2024-06-25T07:33:42.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "217.210.180.96"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Leif Lüsch",
    "orgName" : "Lüsch & Co Revision AB",
    "personSurname" : "Lüsch",
    "personGivenName" : "Leif",
    "email" : "leif@luschrevision.se"
  }
}, {
  "signeeInfo" : {
    "personName" : "Leif Lüsch",
    "orgName" : "Lüsch & Co Revision AB",
    "personSurname" : "Lüsch",
    "personGivenName" : "Leif",
    "email" : "leif@luschrevision.se"
  },
  "signingMetadata" : {
    "personNr" : "195604098573",
    "personSurname" : "Lüsch",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIk1pZGFzIMOFcnNiZXLDpHR0ZWxzZSAyMDIzIiAKSUQ6IDU3MjA5M2UwLTMyNTAtMTFlZi1iNjg4LTExMWY1OTBhYmQwNApEYXR1bTogMjAyNC0wNi0yNAoK",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "8cf89c60-32b4-11ef-8dc8-919a1de602d3",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6Cgoiw4Vyc2JlcsOkdHRlbHNlIFRlbGx1cyBNaWRhcy5wZGYiCjg3Y2MgN2RiMiAzNzg4IDQ0Y2EgYWQ5NCA2ZTMwIGQ2NzEgYTFjNiAyOGIyIDUyM2IgN2RkMiA0ODgwIGU3MzYgY2MwMSA2MWU2IGUxNmEKLS0tLS0tLS0tLQ==",
    "personGivenName" : "Leif Johan Christer",
    "startDate" : "2024-06-25T05:34:11.504+0000",
    "transactionId" : "06ca98d2c942ff2a85368e2c565d30d4"
  },
  "time" : "2024-06-25T07:34:24.000+0200",
  "type" : "sign_final_part",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "217.210.180.96"
  },
  "eventId" : 31,
  "eventClass" : "agreement_signed",
  "id" : "94d58ce0-32b4-11ef-b688-111f590abd04"
} ]
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Purpose
This document gives an introduction to the collection of reference documentation added to each


agreement signed using Egreement’s service. In case of agreement disputes, this documents and its


referrals should be used as a handbook on how to verify agreements.


Overview
Agreement and workflow basics are introduced in this document in order to be able to understand the


reference documentation.


Glossary


Term Description


Agreement File Attachment to the agreement, for example an
uploaded PDF, image, or free text, entered by
agreement creator.


Agreement Creator User who creates the initial agreement and add
contracting parties.


API Application Programming interface


Audit Log The log of events associated with each agreement.


CMS Cryptographic Message Syntax


Container The file which holds the agreement including all
metadata such as audit log, documentation,
verification, Etc.


Contracting Party User who is to sign an agreement.


Egreement The company providing the agreement signing
service. Egreement AB,
https://www.egreement.com


EID Electronic identity such as a certificate or online
identity of some kind.


Hash A cryptographic hash, see Signing


JSON JavaScript Object Notation


NTP Network Time Protocol


OCSP Online Certificate Status Protocol


PKCS Public Key Cryptography Standards
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Term Description


PKI Public Key Infrastructure


PDF Portable Document Format from Adobe Systems


Signee When a contracting party has signed an
agreement, the party becomes a signee.


TBS To Be Signed. A textual representation of an
agreement.


Verification Page(s) appended to the end of the visible part of
the agreement, summarizing agreement
information, including a timeline.


XML Extensible Markup Language


Agreement Basics
An agreement has a number of artifacts that together form an agreement:


Figure 1. Agreement content


• Agreement name chosen by Agreement Creator.


• Agreement ID automatically generated by Egreement’s system.


• Files of different formats, such as text or images, that form the contractual part of the agreement.


• Audit log, created by the Egreement system, keeping records of all major events that have taken
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place in the process of concluding the agreement.


• Reference documentation on how Egreement manages agreement creation, signing and conclusion.


This very document is the introduction and first part of the reference documentation.


Version Properties
The following properties apply for the current version of the agreement implementation:


• Agreement File hash algorithm: SHA-256


• Agreement File hash encoding: Hex string


• Reference documents:


◦ Overview


◦ Container Format


◦ Signing


◦ Validation


Workflow
The Egreement workflow contains a number of stages.


1. Create agreement - Start


2. Add agreement files - Upload attachments


3. Add contracting parties - Add people who are to sign the agreement


4. Signature creation - All contracting parties sign the agreement


5. Download - Agreement can be downloaded (optional)


Agreement Creation


When an agreement is to be created, the user chooses a name for the agreement and an ID is


automatically generated.


Agreement Files


An agreement file is a part of the agreement. The file can be of any format. If the file format can be


presented by the Egreement software, a visual representation will be shown to the contracting parties.
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Contracting Parties


After the agreement has been set up, all contracting parties who should sign the agreement are added.


Signature Creation


The user should always sign the complete agreement including all attached files. Metadata which will


serve as proof of user consent to the agreement will be automatically added by the system, making the


agreement tamper-proof and self-contained. Each signee can choose from a set of signature methods.


The actual signature creation is handled differently depending on signing method.


In the signature workflow, a number of signees can individually sign the same agreement. The


aggregated signature result will be added to the agreement as proof of the agreement’s validity. Signing


is described in detail in Signing.


After the last signee has signed, the agreement will be concluded and therefore the process and


agreement files will be closed.


Download


It is possible to download an agreement from the system to store it offline. The downloaded agreement


is tamper-proof, as all parts of the agreement, including main file, attachments and all other artifacts,


are tied to every individual signee. Since this downloaded agreement is more than just a document, it


is referred to as a Container.


Egreement currently supports PDF as container-format which is described more in detail in Container


Format.


Logging


All actions associated with the agreement are stored in the audit log.


Dispute
In case of dispute about a signed agreement where the different signees disagree, the Validation


document describes the process how to verify the agreement’s validty.


Reference Documentation


Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.
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Document name Description


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Nets eID Broker Technical reference for service providers, v1.2.3


Swisscom AIS All-in Signing Service Reference Guide, v2.15


Swisscom SRS Integration Guide Smart Registration Service, v1.8


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Purpose
This document is targeted for contracting parties and arbitrators that create, sign and/or evaluate


agreements concluded through the Egreement application. The document describes the content,


structure and semantics of the agreement container, required to understand in order to evaluate


agreements or settle possible disputes.


Overview
An agreement in the Egreement sense is not just a single document. Instead, an agreement is a


collection of different information artifacts concerning an agreement made between one or more


contracting parties. Artifacts can be the text on which agreement parties are to agree, individual


parties’ acceptance statements, or records of the events associated with the conclusion of the


agreement. In order to store this information in a secure and self-contained manner, a Container is


needed. The container is simply a file storing all the information needed in a structured and well-


defined way.


Generic Container Structure
The container includes the following artifact types:


• Agreement File - One or more documents, or other types of files (such as images), either uploaded


by the agreement creator or provided by the Egreement application, that togehter constitute the


agreement.


• Audit Log - A log, created by the Egreement system, with recordings of all major events that have


taken place in the process of concluding the agreement.


• Reference Documentation - Documentation how Egreement manages agreement creation, signing


and closing.


• Verification - An agreement summary, including a listing of included agreement files, signees and


an extract of the audit log.


PDF Container


The container format used by Egreement is PDF. All of the listed artifact types are stored as so called


attachments in the PDF container. The reason for adding agreement artifacts as attachments is that


this makes it possible to provide traceability throughout the complete signing process. In order for a


reader to easily be able to view the contents of the agreement, a selection of the attachments is


"mirrored" to the main (visible) part of the PDF.
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Figure 1. Container Overview



Not all PDF viewers are able to list and/or present PDF attachments. Therefore, it is


recommended to use the official Adobe Acrobat Reader to view Egreement PDF


containers.


Each attachment is given a numeric prefix to its name in order to sort the files correctly in the list. Also


note that the description field holds the artifact type of the attachment.


Figure 2. PDF Attachments
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How to Validate


The container is a valid PDF agreement if it holds the artifacts defined above.


Container Content


Agreement File


Artifact type: Agreement file


Agreement files are the parts of the agreement which the agreement creator uploads or selects to be


included. These could be documents, forms, images or virtually any type of file. Furthermore,


agreement files can be divided into two categories, agreement files possible to visualize and non-


possible to visualize.


Agreement Files Possible to Visualize


Files possible to visualize, are added as attachments to the container just as all other artifact types, but


they are also mirrored to the visible part of the agreement PDF. This allows the user to quickly view


the content of the main parts of the agreement. Files that typically are possible to visualize, are PDFs,


image-type files and text files.


Agreement Files Non-Possible to Visualize


Agreement files non-possible to visualize, are not mirrored to the visual part of the agreement PDF,


though it is represented with name, size and hash of the file. These file types are typically technically


hard or impossible to create a visual representation of, e.g. a sound file or a video file.


How to Validate


To understand what has been agreed and to establish if there is a dispute or if the disagreement


between the contracting parties is actually covered by the agreement, please read and understand the


actual content of the agreement.


Audit Log


Artifact type: Audit log


The audit log attachment is a well-defined, JSON formatted, document presenting all the important


events that have occurred from when the agreement was created until the agreement was closed.


Refer to the "Workflow" chapter in Overview for more details.


The following audit log entry types are defined:
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• Agreement Created


• Agreement Viewed


• Agreement Signed


• Agreement Rejected


• Agreement ExpireOn Changed


• Message Sent


The different log entry types are described in detail below.


Common Structures


All log entry types share common information that is included in every log entry logged.


Table 1. Common Attributes


Parameter name Parameter value example(s) Description


time 2016-03-21T10:03:28.010+0000 Time when the entry was logged
as yyyy-MM-dd’T’HH:mm:ss.SSSZ.


id 540431, 1e8f69a4-07c1-11e8-
ba89-0ed5f89f718b


An ID of this particular event
(can either be a numeric long
value or Time based UUID).


eventClass agreement_created Name of the type, as listed
below.


eventId 10 Each type includes a set of IDs.
See respective log entry type
description for details.


userInfo See UserInfo Information about a user.


UserInfo


The UserInfo structure holds information about the user triggering an event, users being contracting


parties of an agreement as well as other users. Note that only a subset of the parameters is included,


depending on the situation where the UserInfo structure is used.


Table 2. UserInfo


Parameter name Parameter value example(s) Description


ipAddress 212.94.55.131 The IP address of the user.


email john@example.org The user’s email address.


mobile +4670123456789 The user’s mobile phone
number.
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Parameter name Parameter value example(s) Description


personNr 19550505-1234 (Sweden),
220750-999Y (Finland)


The user’s personal identity
number.


personName John Smith The first and last name of the
user.


personGivenName John The first name of the user.


personSurname Smith The last name of the user.


orgNr 551234-1234 The organization number of the
organization on behalf of which
the user is operating.


orgName Acme AB The organization name of the
organization on behalf of which
the user is operating.


AgreementFileInfo


The AgreementFileInfo structure holds information about an agreement file, e.g. a PDF uploaded by the


user. See Agreement File.


Table 3. AgreementFileInfo


Parameter name Parameter value example(s) Description


fileId 6572354654, 75928ba0-2369-
11e8-b467-0ed5f89f718b


The system generated ID of the
agreement file (can either be a
numeric long value or Time
based UUID).


fileName MyEmployeeAgreement.pdf The user defined name of the
agreement file.


fileMimetype application/pdf The agreement file mime type.


fileSize 42253 The size, in bytes, of the
agreement file.


fileHash 3d7c514b…66b786a4 The hash of the agreement file,
encoded as a hex string.


How to Validate


See Validation how to validate the entire audit log.


Agreement Created


This event is logged when the agreement is created. This is always the first log entry for each


5



https://en.wikipedia.org/wiki/Universally_unique_identifier

https://en.wikipedia.org/wiki/Universally_unique_identifier





agreement, i.e. no events can take place before this event has occurred.


• EventClass: agreement_created


• EventId:


◦ 10: When a private user creates an agreement using the web application.


◦ 11: When a company user creates an agreement using the web application.


◦ 12: Agreement created using the API.


Table 4. Agreement Created Specific Information


Parameter name Parameter value example(s) Description


agreementName MyEmployeeAgreement User specified name of the
agreement.


agreementId 12345678901234, 75928ba0-2369-
11e8-b467-0ed5f89f718b


System generated ID of the
agreement (can either be a
numeric long value or Time
based UUID).


agreementVersion 1.18 Version of the agreement
container format.


agreementLocale sv_SE Locale of the agreement
container.


signees List of UserInfo A listing of the signees defined
as parties in the agreement.


agreementFiles List of AgreementFileInfo A listing of the agreement files
included in the agreement.


How to Validate


Validating this audit entry requires a number of steps all documented below.


EventTypeId Validation


Check that the UserInfo field is populated correctly according to EventType. See UserInfo for details.


Table 5. EventType effect on UserInfo


Type How to validate UserInfo


10 orgNr and orgName must not be set


11 personNr, orgNr and orgName must be set


12 orgNr and orgName must be set
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Agreement Metadata


All metadata parameters must be validated according to table below.


Table 6. Agreement Created Metadata Verification


Parameter name How to validate


agreementName Must be present


agreementId Must be present


agreementVersion Must be less than or equal to 1.16


agreementLocale If present, Must be a valid locale and container
verification page must be in this language


signees See Signees Validation


agreementFiles See Agreement File Validation


Agreement File Validation


Validate that all Agreement File are the correct ones, that they are included, and that there are no


additional files than the ones listed in the audit log.


Audit Log


Check all agreement files in this audit entry and verify that they all exist in the container. Do this by


identifying the attachment by the ID and name stated in the audit entry.


Attachments


Check all agreement files in the PDF container by searching after the Artifact type: Agreement file and


make sure that they are all listed in the create agreement audit entry.


Check Hashsums


For each agreement file, compute the hash and check that the hash in the audit entry is correct.


Signees Validation


Make sure that each signee has an Agreement Signed audit entry. Also check that the number of signees


is equal to the number of Agreement Signed entries.


Agreement Viewed


This event is logged every time an agreement is viewed or downloaded.


• EventClass: agreement_viewed


• EventId:


◦ 20: When a user views an agreement using the web application.
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◦ 21: When a user views an agreement using a mail link.


◦ 22: When a user views an agreement by downloading it using the web application.


◦ 23: When a user views an agreement using a mail link that is protected using two-factor


authentication.


Agreement Viewed Specific Information


None


How to Validate


Check that time of entry is after Agreement Created.


Agreement Signed


This event is logged every time a user signs an agreement.


• EventClass: agreement_signed


• EventId:


◦ 30: When a user signs the agreement, not being the last signee.


◦ 31: When a user signs the agreement as the last signee.


◦ 32: When a user tries to sign the agreement but signing fails.


Table 7. Agreement Signed Specific Information


Parameter name Parameter value example Description


signeeInfo See UserInfo Information about the signee.


signMetadata See SignMetadata Signing metadata produced in
the signing process.


Table 8. SignMetadata


Parameter name Parameter value example Description


signatureMethod bankid The ID of the signing method
used.


signature PD94bWwgdm…duYXR1cmU+ The signature, base64 encoded.
The underlying format depends
on the signature method used.


ocspResponse MIIEXgoBAK…jks3yrAUvE The OCSP response message,
base64 encoded. This parameter
is only included for some signing
methods.
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Parameter name Parameter value example Description


message MzJhMDYxN2FhYjRjOWZlNzI1Zj
FiNWJjNDQxMj…


The text shown to the signee
before approving the signature
request. Text is NOT signed, just
kept for audit purposes.


tbs SSBzaWduOiAiQ29udHJhY3QiIA
pJRDogNjdkN2…


The text being signed by the
signee using the signing method
encoded as base64. This
parameter is only included for
some signing methods and may
vary between signing methods
and localizations.


tbsHidden LS0tLS0tLS0tLQpDb250ZW50Og
oKImJsdWUucG…


Hidden additional text also
being signed, base64 encoded.
This parameter is only included
for some signing methods.


How to Validate


Check that time of entry is after Agreement Created.


EventType Validation


Table 9. EventType effect on validation


Type How to act


30 Verify as described below.


31 Verify as describe below, and once done, check
that there are no more Agreement Signed entries
in the audit log.


TBS Validation


In case of an advanced or qualified signature methods, the TBS (including the hidden TBS where


applicable) will be stored as a part of SignMetadata.


For simple electronic signature methods, TBS validation is not applicable.


Signature Validation


Fetch the signature method pointed out by SigningMethod and verify the signature according to the


corresponding chapter in Signing


Signee Validation


The output from the Signature Validation should be validated according to table below.
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Output type How to validate


Signature time If a signature time has been registered, check that
this signature time corresponds to the time of the
Agreement Signed.


User attributes Check that the user attributes returned from the
signature method matches the attributes of the
SigneeInfo.


TBS or hash of TBS If TBS validation applies, check that TBS and/or
tbsHidden matches the SignMetadata.


Hash algorithm If TBS validation applies, and the TBS is returned
hashed, return name of hash algorithm.


Agreement Rejected


This event is logged when the agreement is rejected. If this event occurs, the agreement is invalid.


• EventClass: agreement_rejected


• EventId:


◦ 40: Agreement rejected by user.


◦ 41: Agreement auto-rejected due to validity timeout.


◦ 42: Agreement withdrawn by agreement creator.


Agreement Rejected Specific Information


None


How to Validate


If one of these audit entries are found, the agreement is not a valid agreement.


Agreement ExpireOn Changed


This event is logged when the agreement expiry date is changed.


• EventClass: agreement_expire_on_changed


• EventId:


◦ 80: Agreement expiry date changed by user.


Table 10. Agreement ExpireOn Changed Specific Information
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Parameter name Parameter value example Description


agreementPreviousExpireOn 2016-03-21T10:03:28.010+0000 Time when agreement was
scheduled to expire as yyyy-MM-
dd’T’HH:mm:ss.SSSZ.


agreementExpireOn 2016-03-31T10:03:28.010+0000 Time when agreement is
scheduled to expire as yyyy-MM-
dd’T’HH:mm:ss.SSSZ.


How to Validate


Check that time of entry is after Agreement Created.


Message Sent


A message is logged each time the system sends a mail to parties involved in the agreement.


• EventClass: message_sent


• EventId:


◦ 50: Message sent due to event IDs: 10-12


◦ 51: Message sent due to event ID: 30.


◦ 52: Message sent due to event ID: 31.


◦ 53: Message sent due to event ID: 40.


◦ 54: Message sent due to event ID: 41.


◦ 55: Message sent when agreement is shared.


◦ 56: Message sent when agreement sharing is cancelled.


◦ 57: Message sent when agreement validity is about to expire.


◦ 58: Message sent as a reminder of agreement creation.


◦ 60: Message sent due to event ID: 20-23.


Table 11. Message Sent Specific Information


Parameter name Parameter value example Description


sentTo List of UserInfo A listing of the users to whom
the message is sent.


How to Validate


Check that time of entry is after Agreement Created.
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Format


The audit log is included in the container as a JSON-formatted file.


Audit log example


[ {
  "agreementId" : "160400034502",
  "agreementName" : "Package patent",
  "agreementVersion" : "1.16",
  "agreementLocale": "sv_SE",
  "agreementFiles" : [ {
    "fileSize" : "722085",
    "fileId" : "4081",
    "fileHash" : "01e70b3f3d48df504f19a912e171df2f2533a2a8bf73d052c004e27bf64671a0",
    "fileMimetype" : "application/pdf",
    "fileName" : "patent.pdf"
  }, {
    "fileSize" : "180269",
    "fileId" : "4082",
    "fileHash" : "96e0a461e285986ae6e3a2b581568c89d1dae77ae580fea1859faab2e594ec46",
    "fileMimetype" : "image/png",
    "fileName" : "fig1.png"
  } ],
  "signees" : [ {
    "personNr" : "191111112222",
    "personName" : "Alice A"
  }, {
    "personNr" : "193333334444",
    "personName" : "Bob B"
  } ],
  "id" : 778333,
  "time" : "2016-04-26T16:39:30.000+0000",
  "user" : {
    "personNr" : "193333334444",
    "personName" : "Bob B",
    "ipAddress" : "1.2.3.4"
  },
  "eventClass" : "agreement_created",
  "eventId" : 10
}, {
  "id" : 778334,
  "time" : "2016-04-26T16:39:31.000+0000",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personNr" : "193333334444",
    "personName" : "Bob B",
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    "ipAddress" : "1.2.3.4"
  },
  "sentTo" : [ {
    "email" : "alice.a@eavtal.se",
    "personName" : "Alice A"
  }, {
    "personName" : "Alice A",
    "mobile" : "+4670123456789"
  } ]
}, {
  "signingMethod" : "bankid",
  "signeeInfo" : {
    "personSurname" : "B",
    "personNr" : "193333334444",
    "personGivenName" : "Bob",
    "personName" : "Bob B"
  },
  "signingMetadata" : {
    "ocspResponse" : "MII...z5Q==",
    "startDate" : "2016-04-26T16:39:32.000+0000",
    "signatureMethod" : "bankid",
    "signature" : "PD9...cmU+"
  },
  "id" : 778335,
  "time" : "2016-04-26T16:39:43.000+0000",
  "user" : {
    "personNr" : "193333334444",
    "personName" : "Bob B",
    "ipAddress" : "1.2.3.4"
  },
  "eventClass" : "agreement_signed",
  "eventId" : 30
} ]


Reference Documentation


Artifact type: Reference documentation


Included in the container is also the reference documentation which documents the container format,


overview and details about signing and validation, Etc.


Table 12. Reference Documentation


Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.
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Document name Description


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Nets eID Broker Technical reference for service providers, v1.2.3


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630


Verification


Artifact type: Verification


The verification page is included as an attachment in the container, and is also mirrored to the visible


part of the container PDF. The purpose of the verification is to provide the reader with a summary of


the content of the agreement, in combination with important events that have occurred during the


agreement creation and signing process. An overview of the contents of the verification is given below.


Basic Information


Includes the most basic, and always present, information of the agreement. See Agreement Created for


more details.


• Agreement ID


• Agreement name


• Agreement version


• Creation date


Agreement Files


Lists the different files that the agreement includes. This is primarily the documents uploaded by the


user, which include agreement text and other data. See AgreementFileInfo for more details.


Each agreement file is listed with the following properties:


• Agreement file ID
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• Agreement file name


• Agreement file mime type


• Agreement file size


• Agreement file hash


Signees


Lists the signees that have signed the document. See UserInfo for more details. Each signee is listed


with the following properties:


• Signee person number ID


• Signee name


• Signee sign date


Audit Log Extract


The verification ends with a summarizing extract from the audit log. It includes the most important


events and information from the audit log, whereas audit information that is of secondary importance


is filtered out.


Change Log


Agreement Version : 1.1


• Date of Change : 2017-02-28


• Logs


◦ Representation of agreement parts which are not possible to visualize are to include last


modified date along with the existing information (Name, Size, Hash).


◦ Layout is also changed to display the additional information vertically.


◦ Agreement File section of Verification page to include last modified date & time.


◦ ToBeSigned (TBS) text is separated into two types(visible & hidden).


Agreement Version : 1.2


• Date of Change : 2017-03-15


• Logs


◦ File Title is included in non visible agreement parts.


◦ Removed file Hash information from Attest Page and included file title
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Agreement Version : 1.3


• Date of Change : 2017-06-21


• Logs


◦ New Signature Methods EMail signature & Email signature with OneTimePassword introduced


Agreement Version : 1.4


• Date of Change : 2018-02-01


• Logs


◦ Audit Events are allowed to have id as Long (number) or UUID


◦ New Signature Method Click signature introduced


Agreement Version : 1.5


• Date of Change : 2018-05-31


• Logs


◦ Norwegian BankID is introduced


Agreement Version : 1.6


• Date of Change : 2018-07-31


• Logs


◦ More information about signature added on attest page


Agreement Version : 1.7


• Date of Change : 2019-01-16


• Logs


◦ Draw signature image added on attest page


Agreement Version : 1.8


• Date of Change : 2019-02-01


• Logs


◦ Message Sent for viewed event added in auditlog.json
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Agreement Version : 1.9


• Date of Change : 2019-04-04


• Logs


◦ Agreement locale added for agreement created event in auditlog.json


Agreement Version : 1.10


• Date of Change : 2019-05-16


• Logs


◦ Enable rendering of txt files on visual part of the PDF.


Agreement Version : 1.11


• Date of Change : 2019-05-14


• Logs


◦ Agreement expire on changed event added in auditlog.json


Agreement Version : 1.12


• Date of Change : 2020-04-20


• Logs


◦ Localized signing method display text on attest page & in auditlog.json


Agreement Version : 1.13


• Date of Change : 2020-10-22


• Logs


◦ Finnish EID is introduced


Agreement Version : 1.14


• Date of Change : 2021-08-03


• Logs


◦ TBS explanation is extended
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Agreement Version : 1.15


• Date of Change : 2021-11-07


• Logs


◦ Norwegian BankID signing documentation is updated


◦ Norwegian BankID signing by the means of authentication is introduced


Agreement Version : 1.16


• Date of Change : 2022-04-30


• Logs


◦ Danish signing using MitID is introduced


Agreement Version : 1.17


• Date of Change : 2022-07-15


• Logs


◦ Watermark logo removed


◦ Verification page logo changed


Agreement Version : 1.18


• Date of Change : 2023-10-02


• Logs


◦ Qualified electronic signing using Swisscom Mobile ID is introduced


Agreement Version : 1.19


• Date of Change : 2024-04-17


• Logs


◦ Watermark logo added


◦ Verification page logo changed


Reference Documentation
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Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Nets eID Broker Technical reference for service providers, v1.2.3


Swisscom AIS All-in Signing Service Reference Guide, v2.15


Swisscom SRS Integration Guide Smart Registration Service, v1.8


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Purpose
The purpose of this document is to provide deep knowledge of the signature process making it possible


to verify the signatures of agreements signed using the Egreement service.


Overview
This document describes how Egreement handles the signature process, from how to make all


agreement files tamper-proof, to how each Electronic ID (EID) provider implements its signatures.


System
For the agreement signatures to be trustworthy, it is important that a stable and high-quality system


protects the signing process.


All parts providing evidence for the signature, such as hardware, operating system and software, have


to be trusted.


Hardware


Egreement’s signature software runs on a virtualized hardware platform. It is hosted in a data center


with high availability requirements, used by large banks and e-commerce companies.


Software


For a signature to be trusted, it is important that the timestamp can be reliable. Timestamps are used to


show when certain events occur and are an important evidence when validating an agreement.


The platform synchronizes its time over the standardized Network Time Protocol (NTP).


Electronic Signatures
An electronic signature is any electronic means that indicates that a person consents to the contents of


an electronic message. In the EU the eIDAS legislation regulate and defines three levels of such


signatures:


• Simple Electronic Signatures


• Advanced Electronic Signatures


• Qualified Electronic Signatures


These signatures are created using an electronic identity that has a certain security Level of Assurance
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(LOA) also defined by eIDAS. The LOA describes the degree of confidence the identity was issued,


taking into account the enrollment process as well as protection of the authentication needed to use


the identity.


• Low - For example self-registration.


• Substantial - Providing and verifying identity information in a structured way.


• High - For example a requirement to have a physical meeting before issuing an identity.


Simple Electronic Signature (SES)


• Basic electronic signature with low assurance.


• Typically equivalent to a handwritten signature.


• Minimal identity verification required.


Is defined as "data in electronic form which is attached to or logically associated with other data in


electronic form and which is used by the signatory to sign".


Supported methods


• Draw Signature - A handwritten signature drawn on a digital canvas.


• API Signature - A signature created by consuming the web service exposed by Egreement AB.


• MitID low - Danish MitID on LOA level low


• Click Signature - A signature created by personalized link.


Advanced Electronic Signature (AES)


• is uniquely tied to the signatory,


• uniquely linked to and capable of identifying the signatory


• created in a way that allows the signatory to retain control


• linked to the document in a way that any subsequent change of the data is detectable.


Electronic signatures are usually based on PKI, such as the Swedish BankID and Norwegian BankID.


Supported methods


• Swedish BankID


• Norwegian BankID


• Finnish strong identification


• Danish MitID - MitID on LOA level substantial


• SMS Signature - A signature created by responding to an SMS with context specific content.
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• Email Signature with OneTimePassword - A signature created by One Time Password (OTP) based


email service.


Qualified Electronic Signature (QES)


A qualified electronic signature is an advanced electronic signature which is additionally:


• Highest Level of Assurance and trust.


• created by a qualified signature creation device (QSCD)


• Requires a qualified digital certificate from a qualified trust service provider.


• Legal equivalence to a handwritten signature in many jurisdictions.


Supported methods


Electronic signatures based on PKI where the signature is the highest level of electronic signature


under eIDAS, providing the utmost trust, legal equivalence to handwritten signatures.


• Swisscom Mobile ID


Cryptography
Cryptography is a central part of many signature solutions, for example to provide tamper-proof


agreement files.


The following chapters introduce some concepts needed to understand cryptography based signatures.


Cryptographic Hash Functions


A cryptographic hash function is any function that can be used to map data of arbitrary size to data of


fixed size where it is practically impossible to find two pieces of input that produces the same hash


value. It is a one way transformation that produces the same result every time. The result is called a


hash and since it is a one way function, it is not possible to re-create the input behind a hash.


Examples on hash functions are:


• SHA.2


• RIPEMD


• Whirlpool


Asymmetric Encryption


In cryptography, two types of encryptions are most commonly used, symmetric and asymmetric
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encryption. The difference between them is that the symmetric encryption uses one single key for both


encryption and decryption, while asymmetric uses one key for encryption and another for decryption.


The fact that there are two keys can also be used for creating signatures and serves as a base for many


types of EID. The EID solutions usually use the asymmetric encryption in a Public Key Infrastructure


(PKI).


Asymmetric encryption make use of keypairs that if a text is encrypted using one of the keys, the only


key that can decrypt the crypto text is the other key belonging to the pair. One key is private and


should not be shared with anyone, the other is public and is used to verify signatures created with the


private key.


Examples on asymmetric keys are:


• RSA


• DSA


Digital Signatures


When signing using asymmetric keys, the signature result is called a raw signature and is just a binary


blob of a specific size, without any information at all. In order for the signature to be used in a


distributed environment, there is a need to add information on who signed the blob, what was signed


and so on.


The combination of metadata and the raw signature is called a digital signature. Some information is


optional:


• Signature time


• X.509 Signature Certificate


• X.509 CA Certificates (who issued the X.509 Signature Certificate)


• Signature text (TBS)


• Hash algorithms used


• Signature algorithm used


• The raw signature


Examples on digital signature formats are:


• CadES/CMS/PKCS#7


• XAdES


Signing
To sign an agreement a number of actions need to be executed:
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• Create text representation of agreement


• Create digital signature


Create text representation


For advanced electronic signatures, where the agreement contents is logically tied to the created


signature, the text needs to be prepared in order to suit the signing method used. The textual


representation of an agreement is also called To Be Signed, or TBS for short. The TBS is the actual text


that is to be digitally signed. For the whole agreement to be tamper-proof, the agreement metadata


with all agreement files needs to be signed. Digital signature clients have limitations on the size of TBS.


It is not possible to sign the actual agreements, since there is a risk that the agreement files are too


large. Therefore cryptographic hash functions are used to reduce the size of the agreement files and


create a representation of it.


For non-advanced signatures, where the agreement contents is not directly tied to the signature, the


above preparation is normally not needed.


Digital signature clients allow us to send two different types of TBS. They are:


• Visible TBS


• Hidden TBS - Swedish BankID only


Visible TBS


TBS text that is exposed to the signatories by the digital signature clients. General information about


the Agreement is supplied to digital signature clients as a visible TBS. As the TBS will be different


between signing clients and also have different localizations it will be saved together with the digital


signature. In cases where hidden TBS is not supported, the visible TBS will contain information that


otherwise would be in the hidden TBS. Where the TBS has length restrictions due to technical reasons,


the hash may be base64 encoded (trailing = characters being omitted) and the hash may be calculated


as if the ordered agreement files were a single file.


Example


I sign: "Employment ACME Inc"
Egreement ID: 2394857302
Date: 26/04/2016


Hidden TBS


TBS text that is hidden from the signatories by the digital signature clients. Agreement content is


reduced to fewer characters using cryptographic hash functions is supplied to digital signature clients


as a hidden TBS. This is currently only supported for Swedish BankID.
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Example


----------
Content:


"Contract"
1103 b497 984e 433c 38d4 f4ef f775 33ad 0cef 8c07 9995 5b37 7c8e e4df 66f7 de73


"Codes of conduct"
2cf9 688d c483 2085 1f12 6120 9001 58b2 ab2e 62b1 afd5 acc5 ebbb 5134 c7a4 90f2
----------


Create Digital Signature


For advanced electronic signatures, the cryptographic signature is created by applying the private key


from an asymmetric key pair on a dataset that previously has been hashed. In this context, the dataset


is the TBS. Different EID providers handles digital signatures in different ways, Signature Methods


describes all methods supported.


For non-advanced signatures, signature creation will vary depending on the method.


Signature Methods
Currently, the following signing methods are supported:


• Swedish BankID (advanced electronic signature)


• Norwegian BankID (advanced electronic signature and authentication)


• Finnish strong identification


• Danish MitID


• Swisscom Mobile ID (qualified electronic signature)


• Draw Signature


• API Signature


• SMS Signature


• Email Signature with OneTimePassword


• Click Signature


These are described in detail below.
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Swedish BankID


Swedish BankID is the largest EID provider in Sweden run by Finansiell ID-Teknik BID AB which is


owned by a number of large swedish banks.


It is a PKI based solution with support for file based tokens as well as smart cards, supported on a


number of platforms for desktop and mobile.


Signature format


The BankID client produces an XML Digital Signature as specified in BankID Signature profile.


Audit log


Each signature transaction provides information used in user interface and audit logging:


• personNr - In the form of a Swedish personal identity number.


• personSurname - Surname in capital letters.


• personGivenName - Given name in capital letters.


• startDate - Date when signing was started.


• signatureMethod - Will be bankid or bankid-otherunit.


• transactionId - Transaction ID from backend system.


• signature - Signature, base64 encoded.


• tbs - Data being signed, base64 encoded.


• tbsHidden - Hidden data being signed, base64 encoded.


How to validate


Validate the signature according to BankID Signature profile.


Output from validation to provide to Signee Validation in Container Format is:


• User attributes of the first certificate of the XML element KeyInfo with ID bidKeyInfo in the


signature.


• Hashed TBS.


• TBS Hash algorithm.


Norwegian BankID - advanced electronic signature


Norwegian BankID is the largest EID provider in Norway run by BankID Norway AS.


It is a PKI based solution that uses a one time password in combination with a personal password,
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supported on a number of platforms for desktop and mobile.


Signature format


The BankID client produces a detached PKCS#7/CMS signature as specified in Cryptographic Message


Syntax, where the detached data being signed is the TBS.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• personNr - Person unique ID, not the Norwegian personal identity number.


• personSurname - Surname.


• personGivenName - Given name.


• personDateOfBirth - Date of birth for the person.


• startDate - Date when signing was started.


• signatureMethod - Will be norbankid-netcentric or norbankid-mobile.


• signatureAction - Will be signature.


• transactionId - Transaction ID from backend system.


• signature - Signature, base64 encoded.


• tbs - Data being signed in the detached PKCS#7 signature, base64 encoded.


How to validate


Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic


Message Syntax.


Output from validation to provide to Signee Validation in Container Format is:


• User Attributes of the signer certificate in the element SignedData certificates in the PKCS #7


signature.


• Hashed TBS


• Hash algorithm


Norwegian BankID - authentication


Authentication based signing is also provided by the means of Norwegian BankID.
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Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• personNr - Person unique ID, not the Norwegian personal identity number.


• personSurname - Surname.


• personGivenName - Given name.


• personDateOfBirth - Date of birth for the person.


• startDate - Date when signing was started.


• signatureMethod - Will be norbankid-netcentric or norbankid-mobile.


• signatureAction - Will be authentication.


• transactionId - Transaction ID from backend system.


How to validate


As an authentication alone does not digitally sign the agreement content, the person details such as


given name, surname and date of birth must be compared with the requested signee.


Finnish strong identification


Strong identification broker services are provided by Telia Finland for banks and mobile operators in


the Finnish Trust Network ("FTN").


Identity format


Telia produces a signed JWT which contains information about the person.


Table 1. Signed Attributes


Attribute Name Attribute Value


urn:oid:1.2.246.21 Social security number / personal identity code /
HeTu - henkilötunnus


urn:oid:2.16.840.1.113730.3.1.241 Full name


urn:oid:2.5.4.4 Surname


urn:oid:1.2.246.575.1.14 Given name


More information can be found in Telia Tunnistus.
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Audit log


Each signature transaction provides information used in user interface and audit logging:


• personNr - Finnish personal identity code.


• personSurname - Surname


• personGivenName - Given name


• startDate - Date when signing was started.


• signatureMethod - Will be eid-fi.


• transactionId - Transaction ID from backend system.


• signature - Signed JWT (from Telia).


• publicKey - Public key (JWK) for the signed JWT (from Telia).


How to validate


The signed JWT can be verified using the public key.


Danish MitID


Danish MitID signing is utilizing Transaction Signing from Nets eID Broker.


Signature format


The signature flow for Danish MitID is performed as a text followed by end-user authentication, so


there is no signature produced. Thus a signature format does not exist.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• personNr - Person unique ID, not the Danish personal identity number.


• personName - Full name.


• personDateOfBirth - Date of birth for the person.


• startDate - Date when signing was started.


• signatureMethod - Will be one of: mitid-low, mitid-substantial or mitid-high.


◦ The method mitid-<LOA> specifies what Level of Assurance (LOA) that was requested when


initiating the signature.


• signatureAction - Will be authentication.


• transactionId - Transaction ID from backend system.
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• tbs - Data that was shown to user before authenticating, base64 encoded.


More information can be found in Danish MitID.


How to validate


Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the


same way as an advanced signature. In case of dispute, contact the EID provider, Nets, to validate the


entries in the audit log.


Swisscom Mobile ID


Swisscom Mobile ID is a qualified electronic signature method provided by Swisscom Trust Services.


It is a PKI based solution that uses a smartphone application to authenticate signees. After successful


authentication a short lived certificate is issued that is used to produce a Qualified Electronic


Signature.


Signature format


Swisscom Trust Services produces a detached CMS signature as specified in Cryptographic Message


Syntax, where the detached data being signed is the tbsHidden and message is the message shown to


the user in the Mobile ID client.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• mobile - Mobile no used to trigger the signee’s authentication of the signature.


• personName - Full name.


• personSurname - Surname.


• personGivenName - Given name.


• personSerialNumber - Swisscom evidenceId.


• startDate - Date when signing was started.


• signatureMethod - Will be swisscom-qes.


• transactionId - Transaction ID from backend system.


• signature - Signature, base64 encoded.


• message - Message shown in the Mobile ID client when user approves the signature, base64


encoded.


• tbsHidden - Data signed in the detached CMS signature, base64 encoded.
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More information can be found in Swisscom AIS and Swisscom SRS.


How to validate


Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic


Message Syntax.


Output from validation to provide to Signee Validation in Container Format is:


• User Attributes of the signer certificate in the element SignedData certificates in the CMS signature.


• Hashed TBS


• Hash algorithm


Draw Signature


The draw signature signing method is an electronic counterpart to traditional handwritten signatures.


Using draw signature, the end user draws a signature on a web canvas. The signing method is not


classified as an advanced electronic signature in that it does not tie the user to the contents signed and


does not identify this signatory. Yet, the method can be suitable in use cases where advanced electronic


signatures are not required.


Signature format


The signature is represented as an SVG/PNG image.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• personNr - In the form of a swedish personal number.


• personSurname - Surname


• personGivenName - Givenname


• signatureMethod - Will be draw-signature.


• signature - The SVG or PNG image, base64 encoded.


• signatureContentType - The content type of signature eg. image/svg, image/png.


How to validate


Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the


same way as an advanced signature. Also, as the case of traditional handwritten signatures where


there are no formal requirements placed, ocular comparison does not add to trustworthiness.
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API Signature


The API Signature is an electronic signature which is done by consuming the web service exposed by


Egreement AB. Using API Signature, the end user signs the agreement by making a request to the web


service. Using this method, user can also send the timestamp of actual time when the sign event took


place. This signing method is not classified as an advanced electronic signature in that it does not tie


the user to the contents signed and does not identify this signatory. Yet, this method can be suitable in


use cases where advanced electronic signatures are not required.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• personNr - In the form of a swedish personal number.


• personSurname - Surname


• personGivenName - Givenname


• signatureMethod - Will be api-signature.


• signedOn - Time at which the agreement was actually signed (stated by user)


How to validate


Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the


same way as an advanced signature.


SMS Signature


SMS Signature is an electronic signature created by responding to an SMS with context specific


content. The content of the SMS is One Time Password (OTP), a 6 digits number sent to the registered


mobile no of the signee. The Signee has to submit the OTP in order to sign the agreement. The OTP


Number is generated by TOTP algorithm by hashing the current time along with the agreement


information. OTP can be regenerated and verified by the same logic provided the given time &


agreement information are same.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• mobile - Mobile no of the signee.


• timestamp - Date when signing was started.


• agreementName - Name of the agreeement.
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• signatureMethod - Will be sms-signature.


• OTP - One Time Password.


How to validate


One Time Password (OTP) can be verified using the following algorithm from the attributes


(agreementName, mobile, timestamp).


• HASHLG : Use SHA-256 algorithm to generate hash of the given input.


• hash (array): HASHLG( agreementName + mobile + timestamp)


• random (function): hash[ ${param1} ] & ${param2} << ${param3}


• otp : Follow the below steps to generate OTP from the hash.


◦ offset = random(hash.length - 1, 15, 0)


◦ binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |


random(offset + 3, 255, 0)


◦ otp = binary % 1000000


◦ If the output is less than 6 digits, add the remaining digits as '0' in prefix.


• Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.


Email Signature with OneTimePassword


Email signature with OneTimePassword is an electronic signature created by One Time Password(OTP)


based email service. The content of the Email is One Time Password (OTP), a 6 digits number sent to


the registered email address of the signee. The Signee has to submit the OTP in order to sign the


agreement. The OTP Number is generated by TOTP algorithm by hashing the current time along with


the agreement information. OTP can be regenerated and verified by the same logic, provided the given


time & agreement information are same.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• email - Email address of the signee.


• timestamp - Date when signing was started.


• agreementName - Name of the agreeement.


• signatureMethod - Will be email-signature.


• OTP - One Time Password.
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How to validate


One Time Password (OTP) can be verified using the following algorithm from the attributes


(agreementName, email, timestamp).


• HASHLG : Use SHA-256 algorithm to generate hash of the given input.


• hash (array): HASHLG( agreementName + email + timestamp)


• random (function): hash[ ${param1} ] & ${param2} << ${param3}


• otp : Follow the below steps to generate OTP from the hash.


◦ offset = random(hash.length - 1, 15, 0)


◦ binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |


random(offset + 3, 255, 0)


◦ otp = binary % 1000000


◦ If the output is less than 6 digits, add the remaining digits as '0' in prefix.


• Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.


Click Signature


Click signature is an electronic signature created by using a personalized link. The personalized link


can be shared by email or directly in an integrated application. When the signee visits the link, it will


take him to the agreement review page where he can click the sign button to sign the agreement.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• email - Email address of the signee.


• timestamp - Date when signing was started.


• signatureMethod - Will be click-signature.


How to validate


Due to the nature of this signature , we can’t validate the authenticity of the signature. Signatories has


to keep the link secret.


Reference documentation
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Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Nets eID Broker Technical reference for service providers, v1.2.3


Swisscom AIS All-in Signing Service Reference Guide, v2.15


Swisscom SRS Integration Guide Smart Registration Service, v1.8


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Purpose
Agreements might need validation in case of disputes where one or more contracting parties renounce


that he or she intentionally signed the agreement. Since an agreement e-signed using Egreement’s


service is self-contained, tamper-proof and legally binding, validating the agreement can be enough to


settle legal disputes. This document describes all the steps needed to validate the agreement.


Overview
Validating an agreement is quite a complicated process requiring technical skills or software. The


agreement is stored as a PDF container where any proof of the validity of the agreement is contained


inside the actual container. The process spans from controlling the actual agreement content to


validating the Public Key Infrastructure (PKI) signature status.


The parts that should be validated and covered by this and other references documents are:


• Container validation


• Agreement content


• Retracing signature steps


Container Validation
Verify that the container is an agreement PDF container. See the "Container Content" chapter in


Container Format.


Agreement Content
Read and validate all parts of the agreement attached to the container. See "PDF Container" Container


Format how to locate all files of the agreement.


Retracing Signature Steps
The audit log is a list of entries holding all actions associated with the agreement, from creating the


agreement to the last signee signing the agreement. The list is sorted by the time each action was


logged.


Audit Log Validation Process


Validate each audit entry in the log according to the "How to validate" section of each specific audit


entry type chapter. The audit entry types are described in detail in Container Format, where each
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entry type is described in a separate chapter.


If validation of one step fails or if the audit entry does not exist in Container Format, the agreement is


considered invalid.


If validation of an entry fails, it is important to analyze why before the agreement is discarded. It is


important to establish if the agreement is considered invalid because someone has tampered with it, or


if there are errors in the tools or in the documentation?


References


Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Nets eID Broker Technical reference for service providers, v1.2.3


Swisscom AIS All-in Signing Service Reference Guide, v2.15


Swisscom SRS Integration Guide Smart Registration Service, v1.8


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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